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SEC Enforcement Action for Lax Information
Security After Data Breach Involving
Independent Registered Representatives

The Securities and Exchange Commission (SEC) has issued another indication that
they are serious about information security. On September 29, the SEC issued an
order instituting administrative and cease and desist proceedings against
Commonwealth Financial Network for its failure to protect customer data as required
by Rule 30(a) of Regulation S-P, better known as the SEC’s Safeguards Rule under
the Gramm-Leach-Bliley Act. The Safeguards Rule requires covered institutions
(brokers, dealers and investment companies, and registered investment advisors) to
adopt written policies that protect the confidentiality of customer data, guard against
threats to the security of the data, and protect against unauthorized access to the
records that could result in harm to the customer. By failing to require its independent
registered representatives to deploy antivirus software, and to follow up on indications
that a representative had a virus that could compromise its information security, the
SEC believes that Commonwealth Financial Network failed to comply with the Rule.
As a result, the SEC ordered the firm to cease and desist from committing these and
any future Safeguard Rule violations, be censored for its failures, and pay a penalty of
$100,000.

Commonwealth’s Failure to Require Information Security

Commonwealth has a decentralized advisor structure with independent contractor
registered representatives operating out of over 1,000 branch offices. These
representatives access the commonwealth’s intranet and online trading platform from
their own computers and software. Commonwealth provides IT services to
troubleshoot technical problems, and had written information security policies on its
intranet that required its representatives to maintain the security of their customer
information. Significantly, Commonwealth only recommended antivirus software, but

did not require it.
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According to the SEC’s Order, in September 2008, one of
Commonwealth’s representatives called the help desk about a
potential software virus. The IT desk recommended the
representative get antivirus software, and did not follow up
regarding the incident. The representative called again in
November 2008, and the IT desk noted the computer had “a
major virus” and recommended the representative have his
computer repaired locally. The representative followed this
advice, but it was too late. A hacker had obtained the
representative’s login credentials through a keystroke/keylogger
virus, and was able to log on, search the system for accounts
with cash balances, and obtain personal data for 368 accounts—
including the account name, number, registration type, net
worth, cash balance and the last 4 digits of the owner’s Social
Security number. The hacker then placed 18 stock purchase
orders, amounting to over $500,000 in unauthorized purchases
within ten minutes of trading. Commonwealth’s clearing
broker-dealer detected the activity and blocked the trading.
Commonwealth took responsibility for the purchases, canceled
them and absorbed the loss. It also notified the 368 account
holders of the breach of their personal information, and

reported the incident to the SEC.

The SEC found that Commonwealth’s failure to require basic
information security such as antivirus software, failing to follow
up after becoming aware that a virus might threaten the
integrity of its system, and generally failing to have procedures
in place to review its representatives’ security measures or audit
their computers was not reasonable or adequate compliance

with the Safeguard Rule.

Pending Amendments Will Enhance Information
Security Requirements

This enforcement action comports with the SEC’s pending
March 2008 proposal to revise Regulation S-P to strengthen
information security requirements—including a mandatory
breach notification procedure. While the proposal has not been
finalized, this enforcement action certainly can be seen as an

indication that the SEC is interested in a more active role in
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information security, and protecting consumers from identity
theft. In explaining the proposed revision of Regulation S-P,
the SEC' stated:

* In the last two years, we have seen a significant increase
in information security breaches involving institutions
we regulate. Perhaps most disturbing is the increase in
incidents involving the takeover of online brokerage
accounts. The financial services sector also is a popular

target for online targeted attacks. ...

*  Many firms in the securities industry are aware of
these problems and have appropriate safeguards in
place to address them. We are concerned, however,
that some firms do not regularly reevaluate and update
their safeguarding programs to deal with these

increasingly sophisticated methods of attack.

While the specific standards of the final rule have not yet been
released, the recent enforcement action suggests that controlling
information security of independent registered representatives
is the responsibility of the parent broker-dealer and that
requiring antivirus software, conducting regular security audits
of computer systems, and taking proactive response to
indications of potential system compromise would be

minimum requirements.

The SEC’s strategic plan® posted on the SEC website in
October 2009 further highlights consumer information
security. The strategic plan states, “[t|he SEC intends to
consider enhancing the information that a broker-dealer

underwriting a primary offering of municipal securities must

! SEC Proposed Rule Regulation S-P: Privacy of Consumer Financial

Information and Safeguarding Personal Information, 73 Fed. Reg.
50, 13693 (March 13, 2008),
http://www.sec.gov/rules/proposed/2008/34-57427fr.pdf.

available at

2 SEC, Draft Strategic Plan for Fiscal Years 2010-2015, 35, available at

http://www.sec.gov/about/secstratplan1015.pdf (emphasis
added).
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determine that an issuer will provide to shareholders, as well as to improve protections against identity theft and investor
understanding of financial privacy notices. ....

We recommend covered institutions reevaluate their information security practices and update their written policies to limit risk of

liability under Regulation S-P—as well as the financial and reputational expense that can come from a breach of security.
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