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US companies should expect enhanced export enforcement activities focusing on
domestic sales as the result of a recent undercover investigation by the Government
Accountability Office (GAO). The investigation, summarized in a GAO report published
on June 4 2009,(1) showed that exporting both military and dual-use products and
technologies to restricted destinations remains surprisingly simple, despite US export
controls. With congressional and administrative interest focused on the control of
sensitive items and technologies on the rise, US companies should review their
screening and 'know your customer' procedures, even for domestic sales. Companies
should also be prepared for increased industry outreach by law enforcement agencies
and requests to participate in 'sting' operations.

On June 4 2009 GAO officials testified before a congressional subcommittee regarding
a year-long undercover investigation that targeted US companies selling products with
a known risk of diversion to end uses prohibited by US export controls (eg, nuclear
proliferation and missile development). The GAO used a fake US front company, a
fictitious company website and rented domestic commercial mailboxes to purchase 12
military or dual-use products from US manufacturers and distributors.The products
chosen had all been the subject of recent prosecutions for export control violations,
priced from under $100 to over $7,500, and included:

gyro chips;

night-vision monoculars or goggles;

accelerometers;

triggered spark gaps;

oscilloscopes;

quadruple differential line receivers;

inclinometers;

Ka-band power amplifiers;

infra-red flags; and

modular tactical vests and enhanced small arms protective inserts.

The GAO succeeded in all the attempted purchases (although ultimately did not
consummate some of them due to inordinate cost or previous success acquiring the
same product). The GAO also successfully obtained price quotes for large quantities of
certain sensitive products. Upon receipt of several purchased products, the GAO mailed
inoperative versions to countries that are known transshipment points for terrorist
organizations.

GAO officials acknowledged that the companies targeted by the investigation had not
violated US export control laws by selling the sensitive products to the US front
company. Although US export controls regulate the international sale of these products,
there are no comparable restrictions on their domestic sale. Unless a US company is
aware that a product sold to another domestic entity will subsequently be exported, the
seller is not liable for export control violations by the purchaser. Citing this weak
regulatory structure, as well as poor coordination between the agencies charged with
administering US export controls, the GAO recommended that Congress fundamentally
re-examine how critical technologies are protected by US law.

The Bureau of Industry and Security, one of the agencies charged with administering
US export controls, offered its views to the congressional subcommittee on the difficulty
of preventing the illegal export of sensitive products after they are legally sold to
domestic buyers. The bureau highlighted the importance of 'preventive enforcement' in
confronting the weakness exposed by the GAO investigation. It indicated that its 'know
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your customer' guidelines and list of Red Flag indicators are intended to elicit industry
cooperation in conducting due diligence — including with respect to domestic
customers. The bureau also highlighted recent successes in collaborating with US
industry to conduct a 'controlled delivery', which involved shipping inoperative controlled
products and arresting purchasers attempting to send these products out of the United
States. The bureau explained that it relies on the cooperation of US industry to identify
domestic procurement networks working on behalf of terrorist organizations and other
prohibited parties.

The GAO testimony to Congress on the results of its covert investigation is likely to
spark even greater government interest in the control of sensitive technologies.
Although a legislative solution extending export control requirements to domestic sales
is unlikely in the short term (and unpopular with industries facing competitiveness
concerns), US law enforcement authorities are expected to increase industry outreach.
US companies should expect more frequent visits from the Bureau of Industry and
Security and other agencies involved in export control enforcement, such as the Federal
Bureau of Investigation, Immigration and Customs Enforcement and the Naval Criminal
Investigative Service. Requests for cooperation with government investigations, such as
through the production of sales records, may also increase. If such sales records
reveal that a US company has been contacted by a suspected front company or
transshipper, the US company can expect to be asked to cooperate by participating in a
controlled delivery as the basis for a criminal prosecution.

Therefore, US companies should prepare themselves for this likely increase in
outreach. In particular, companies should consider whether their internal compliance
procedures with respect to domestic sales effectively minimize the risk of product
diversion for illegal export. Voluntary implementation of enhanced compliance
procedures for domestic sales may reduce the likelihood of government outreach by
protecting a company from inadvertent sales to domestic parties intent on illegal export.

For further information on this topic please contact Robert Torresen or Lisa Crosby at
Sidley Austin LLP by telephone (+1 202 736 8000), fax (+1 202 736 8711) or email (
rtorresen@sidley.com or Icrosby@sidley.com).
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are subject to the disclaimer.

ILO is a premium online legal update service for major companies and law firms worldwide. In-house
corporate counsel and other users of legal services, as well as law firm partners, qualify for a free
subscription. Register at www.iloinfo.com.

«‘-‘:2-’"4 /A\ Official Online Media Partner to the International Bar Association © Copyright 1997-2010 Globe Business Publishing Ltd
3.”"1 / N D An Int tional Online Media Part to the A: iati f C te C L
® A fati f n Internationa nline Media Partner to the Association of Lorporate Lounse!
K ~%‘;¢: '@ﬁ%ﬂ?a{gnc% unsel N\ Z
Ssoct 7

European Online Media Partner to the European Company Lawyers Association


http://www.internationallawoffice.com/gesr.ashx?l=79VALFK
http://www.internationallawoffice.com/gesr.ashx?l=79VALFN
mailto:rtorresen@sidley.com?subject=Article%20on%20ILO
mailto:lcrosby@sidley.com%20?subject=Article%20on%20ILO
http://www.internationallawoffice.com/gesr.ashx?l=79VALFR
http://www.internationallawoffice.com/gesr.ashx?l=79VALFX
http://www.internationallawoffice.com/gesr.ashx?l=79VALG0
http://www.internationallawoffice.com/gesr.ashx?l=79VALH2
http://www.internationallawoffice.com/gesr.ashx?l=79VALH5
http://www.internationallawoffice.com/gesr.ashx?l=79VALFX
http://www.internationallawoffice.com/gesr.ashx?l=79VALH8

