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New York Banking Regulator Issues Anti-Money Laundering 
Rules for Transaction Monitoring and Filtering Programs 
On June 30, 2016, the New York State Department of Financial Services (NYDFS) issued a final regulation (the 
Final Rule) that sets forth the minimum requirements for transaction monitoring and filtering programs used by 
regulated institutions to monitor for potential Bank Secrecy Act/anti-money laundering violations, suspicious 
activity reporting and sanctions violations. The Final Rule also requires regulated institutions to submit annually 
to the NYDFS a board resolution or a senior officer’s confirmation that all necessary steps have been taken to 
ensure compliance with the Final Rule. Regulated institutions include: (1) NY-chartered banks, trust companies, 
private bankers, savings banks and savings and loan associations; (2) NY-licensed branches and agencies of 
foreign banking organizations; and (3) NY-licensed check cashers and money transmitters. 

The Final Rule will become effective on January 1, 2017 and the annual board resolution or senior officer 
compliance finding must be submitted starting on April 15, 2018. The requirements of the Final Rule are 
summarized below.  

Background 
In the process of reviewing Bank Secrecy Act/anti-money laundering (BSA/AML) and sanctions compliance at 
regulated institutions, the NYDFS discovered shortcomings in transaction monitoring and filtering programs 
due to the lack of robust governance, oversight and accountability at the senior levels of various institutions. To 
address these concerns, the NYDFS issued a proposed rule in December 2015 to clarify the minimum attributes 
of transaction monitoring and watch list filtering programs.1 The NYDFS sought comments on the proposed rule 
which were due by March 31, 2016. The Final Rule makes some modifications to the proposed rule based on the 
comments received, including with respect to the annual certification requirement as further discussed below. 

Transaction Monitoring Program 
Each regulated institution must maintain a transaction monitoring program that is reasonably designed to 
monitor transactions after their execution for potential BSA/AML violations and suspicious activity reporting 
using either manual or automated systems. The Final Rule lists eight specific minimum attributes of a 
transaction monitoring program to the extent they are applicable: 

                                                           
1 The NYDFS press release and Proposed Rule are available at: http://www.dfs.ny.gov/about/press/pr1512011.htm.  
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• The program is based on the risk assessment of the regulated institution. The risk assessment must be 
comprehensive and ongoing, and take into account factors such as the institution’s size, staffing, governance, 
businesses, products and services, operations, customers, counterparties, other relationships and 
geographies. 

• The program is periodically reviewed and updated at risk-based intervals to reflect changes to applicable 
BSA/AML laws, regulations, and regulatory warnings, as well as any other information determined by the 
institution to be relevant. 

• The program appropriately matches BSA/AML risks to the institution’s businesses, products, services and 
customers/counterparties. 

• The program includes detection scenarios with threshold values and amounts designed to detect potential 
money laundering and other suspicious or illegal activities. 

• The program requires end-to-end, pre- and post-implementation testing including, as relevant, a review of 
governance, data mapping, transaction coding, detection scenario logic, model validation, data input and 
program output. 

• Program documentation articulates the current detection scenarios and the underlying assumptions, 
parameters and thresholds. 

• The program includes protocols that set forth in detail the investigation and decision-making process for 
alerts generated by the program. 

• The program is subject to ongoing analysis of the continued relevance of the detection scenarios, underlying 
rules, thresholds, parameters and assumptions. 

Filtering Program 
Each regulated institution must maintain a manual or automated filtering program that is reasonably designed 
to interdict transactions prohibited under sanctions issued by the U.S. Treasury’s Office of Foreign Assets 
Control (OFAC). Unlike the proposed rule which applied to filtering programs that screen against “other 
sanctions lists” in addition to OFAC, politically exposed persons lists and internal watch lists, the Final Rule 
applies only to OFAC sanctions. 

The Final Rule lists five specific minimum attributes of a filtering program to the extent they are applicable: 

• The program is based on the risk assessment of the regulated institution.   

• The program is based on technology, processes or tools reasonably designed for matching names and 
accounts, in each case based on the particular risks, transaction and product profiles of the institution. 

• The program requires end-to-end, pre- and post-implementation testing including, as relevant, a review of 
data matching, whether the OFAC sanctions list and threshold settings map to the institution’s risks, the 
logic of matching technology or tools, model validation, and data input and program output. 

• The program is subject to ongoing analysis of the logic and performance of the technology or tools used for 
matching names and accounts, and continuing assessment of whether the OFAC sanctions list and threshold 
settings continue to map to the institution’s risks. 
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• Program documentation articulates the intent and design of the filtering program tools, processes or 
technology. 

Both the transaction monitoring program and the filtering program must, to the extent applicable, identify all 
relevant data sources, validate the integrity and quality of the data used, ensure accurate data transfer from its 
source to any automated systems used, provide for governance and management oversight of the programs 
(including changes thereto), include a third-party vendor selection process if applicable, be appropriately funded 
and staffed by qualified personnel or outside consultants, and provide periodic training for all stakeholders. 

Documenting Improvements and Remedial Efforts 
To the extent that a regulated institution has identified areas, systems or processes that require material 
improvement, updating or redesign with respect to its transaction monitoring or filtering programs, the 
institution is required to document such areas, systems or processes, as well as any remedial efforts that are 
planned and underway. Such documentation must be made available for inspection by the NYDFS. This is a new 
requirement under the Final Rule that was not included in the proposed rule. 

Annual Board Resolution or Senior Officer Compliance Finding 
Under the Final Rule, a regulated institution must adopt and submit to the NYDFS by April 15th of each year, 
either a board of directors resolution or a senior officer(s) compliance finding that certifies compliance with the 
Final Rule in the form provided in Attachment A of the Final Rule.    

The “board of directors” refers to the governing board of the regulated institution or the functional equivalent if 
there is no board of directors, and “senior officer(s)” mean the senior individual or individuals responsible for 
the management, operations, compliance and/or risk of a regulated institution. The members of the board of 
directors or senior officer(s) must certify that: 

• They have reviewed documents, reports, certifications and opinions of such officers, employees, 
representatives, outside vendors and other individuals or entities as necessary to adopt the board resolution 
or senior officer compliance finding; 

• They have taken all steps necessary to confirm that the regulated institution has a transaction monitoring 
and filtering program that complies with the provisions of Section 504.3 of the Final Rule; and  

• To the best of their knowledge, the transaction monitoring and filtering program complies with Section 
504.3 of the Final Rule as of the date of the board resolution or senior officer(s) compliance finding for the 
specified year.  

Regulated institutions must maintain, for examination by the NYDFS, all records, schedules and data supporting 
adoption of the board resolution or senior officer(s) compliance finding for a period of five years. 

The Final Rule modifies the annual certification requirement by expanding the number of potential officer 
certifiers compared to the proposed rule which required a regulated institution’s chief compliance officer (or 
functional equivalent) to provide the certification. In practice, however, the certification responsibility will most 
likely to fall upon the chief compliance officer, chief risk officer, or the functional equivalent because boards and 
other senior officers may be hesitant to provide the certification. In addition, the certification form has been 
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revised under the Final Rule to indicate specifically that the certification process will require the taking of 
certain due diligence steps such as obtaining reports, certifications and opinions of certain officers, employees, 
representatives, outside vendors and others as necessary for the board of directors or senior officers to confirm 
compliance with the Final Rule. 

Penalties/Enforcement Actions 
The Final Rule revises the section on penalties and enforcement actions to state that the Final Rule will be 
enforced pursuant to, and is not intended to limit, the New York Superintendent of Financial Services’ authority 
under any applicable laws. The Final Rule omits the statements in the proposed rule that regulated institutions 
would be subject to applicable penalties provided under New York laws for failure to maintain adequate 
transaction monitoring and filtering programs and failure to file the annual certifications. The Final Rule also 
leaves out the proposed rule’s specific mention of potential criminal penalties for a certifying senior officer who 
files an incorrect or false annual certification. 

Maria Vullo, the recently confirmed New York Superintendent of Financial Services, had signaled earlier in June 
2016 that the NYDFS would soften the standard of “strict liability,” but made clear that there will be 
accountability at high levels of regulated institutions for compliance deficiencies.2 

Conclusion 
With the final transaction monitoring and filtering program rules soon to become effective, each regulated 
institution should review and, where necessary, enhance its existing programs to ensure that they are reasonably 
designed and risk-based to meet the NYDFS’ requirements. Such review and update may warrant, among other 
measures, a gap analysis, a risk assessment and additional tailoring of the programs based on the risk 
assessment, enhanced documentation of processes and procedures, further testing and validation of system 
filters and parameters, and development of a well-documented certification process that will enable senior 
management to make the required certifications. The NYDFS can be expected to take an aggressive approach in 
the enforcement of the Final Rule; therefore, regulated institutions should take all necessary precautions and 
measures to make certain that they will not be found deficient in these areas. 
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2 Financial Times, “New York’s top finance regulator is no ‘Clint Eastwood’,” June 22, 2016. 
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Banking and Financial Services Practice 
The Banking and Financial Services Practice group offers counseling, transaction and litigation services to domestic and non-U.S. 
financial institutions and their holding companies, as well as securities, insurance, finance, mortgage and diversified companies 
that provide financial services. We also represent all sectors of the payments industry, including payment networks and processors, 
money transmitters, and payors and payees in various systems. We represent financial services clients before the U.S. Department 
of the Treasury, the Board of Governors of the Federal Reserve System, the Federal Deposit Insurance Corporation, the Office of the 
Comptroller of the Currency, the Consumer Financial Protection Bureau and state regulatory agencies, as well as financial services 
regulators in other jurisdictions where we have offices. In addition, we represent clients before the United States Supreme Court, 
other federal courts and state courts. 
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