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he European Union’s Article 29 Data Protection
Working Party has taken an important first step to-
ward reconciling EU data protection obligations
with the information disclosure requirements of U.S.
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discovery rules. In a working document adopted Feb. 11
(the Guidelines),! the Article 29 Data Protection Work-
ing Party, comprising data protection representatives
from each of the EU Member States, offers well-
reasoned, pragmatic guidance for multinational compa-
nies faced with the need to comply with EU data protec-
tion requirements in the context of U.S. civil pre-trial
discovery. While the Guidelines are not binding, they
lay the groundwork for practicable solutions. Multina-
tionals should review their discovery related policies
and procedures in the light of the Guidelines and con-
sider giving input to the Working Party to facilitate the
development of even more specific practical guidance.

Balanced overall approach to U.S. discovery

demands

Companies with operations in or ties to the United
States are subject to pre-trial discovery rules that often
require retention, processing, disclosure and transfers
of personal information in connection with U.S. litiga-
tion. Recent amendments to the Federal Rules of Civil
Procedure have emphasized that these requirements
extend to electronically stored information. For multi-
nationals with an EU presence, compliance with U.S.
discovery demands poses challenges in light of EU ob-

! Article 29 Data Protection Working Party, Working Docu-
ment 1/2009 on Pre-Trial Discovery for Cross Border Civil Liti-
gation, 00339/09/EN, WP 158. A copy of the Guidelines is avail-
able at  |http://ec.europa.eu/justice home/fsj/privacy/docs]|
[wpdocs/2009/wp158 en.pdi]
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ligations to protect personal data. The Working Party’s
Guidelines acknowledge this problem, and offer several
measures for facilitating multinationals’ compliance
with U.S. discovery obligations while ensuring protec-
tion for personal data consistent with the EU’s Data
Protection Directive.? Significantly, the Guidelines
demonstrate that conflicts between the U.S. and EU
systems are not intractable; to the contrary, the Work-
ing Party recognizes U.S. discovery goals as legitimate
and draws upon mechanisms in both legal systems to
achieve a balanced approach to cross-border compli-
ance in the civil litigation context.

The Guidelines begin with the important acknowl-
edgment that the Data Protection Directive does not
prohibit data transfers for U.S. litigation purposes. The
Working Party recognizes that parties involved in litiga-
tion have a legitimate interest in accessing information
that is necessary to make or defend a claim, but it is
necessary to balance the truth-seeking function of in-
vestigations with the rights of the individual whose per-
sonal data is sought. The Guidelines are intended to
reconcile these two sets of legal obligations.

In doing so, the Working Party engages in a balanc-
ing analysis that is not dissimilar to that used in U.S.
litigation when parties claim that discovery requests in-
trude into personal matters. The Working Party thus
suggests an approach that is consistent with electronic
discovery best practices in the United States.

Concrete steps to ensure compliance with EU

data protection requirements

Under the EU Working Party’s approach, companies
should consider the Guidelines during each phase of
data processing for litigation purposes: retention, dis-
closure, onward transfer, and secondary use. The
Guidelines provide relatively detailed guidance for mul-
tinationals. Measures to help ensure compliance with
EU data protection requirements throughout the dis-
covery process include:

® Providing clear, advance notice of litigation-related
data processing through privacy policies, as well as
timely notification of affected individuals in the
event of actual litigation;

® Informing data subjects of their rights under EU
and U.S. law, including data access and correction
rights;

® Considering the grounds for legitimate processing
of personal data for litigation purposes, including
whether to obtain consent or to rely on the pro-
cessing being necessary for the purposes of a le-
gitimate interest pursued by the data controller, for
which a balance of interests test should be applied,
taking into account the relevance of the personal
data to the litigation and consequences for the data
subject;

®m Applying to U.S. courts for protective orders that
clarify EU data protection requirements, require
measures to minimize information collection and
dissemination, and specify procedures for safe-
guarding information security and confidentiality;

2 Directive 95/46/EC of the European Parliament and of the
Council of 24 October 1995 on the protection of individuals
with regard to the processing of personal data and on the free
movement of such data.

m Devising litigation-specific technical and organiza-
tional information security measures and controls
over third-party service providers;

m Affording corporate data protection officers an ac-
tive oversight role in the litigation and discovery
process;

m Establishing procedures for reviewing data and
culling non-responsive documents in the EU, prior
to any international data transfers, and for redact-
ing or anonymizing personal data to the extent
possible;

®m Adopting restrictive data retention policies consis-
tent with U.S. and relevant EU law;

®m Ensuring that any litigation data transfers are jus-
tified under EU data protection provisions or pur-
suant to a recognized mechanism such as the Safe
Harbor, model contracts or binding corporate
rules; and

®m Considering use of the Hague Convention, al-
though it should be noted that not all Member
States have signed the Hague Convention or have
signed with reservations (and the use of the Con-
vention is optional and less expeditious than other
options under U.S. law).

Analysis and explanation of the guidelines

Data Retention

The EU’s Data Protection Directive provides that per-
sonal data shall be kept only for the period of time nec-
essary for the purposes for which the data have been
collected. As the Guidelines explain, data controllers®
may not retain personal data for an indefinite time pe-
riod where there is merely a remote possibility of litiga-
tion. Where, however, the data are relevant to pending
or imminent litigation, retention is permitted until the
conclusion of the proceedings and any appeal and, in-
deed, is even required in order to avoid sanctions for
spoliation of evidence. Since U.S. discovery rules re-
quire production only of existing information, data con-
trollers located in the European Union may avoid run-
ning afoul of U.S. law by adopting a clear records man-
agement policy that provides for restrictive data
retention periods in accordance with documented, local
EU requirements.

Reasonable litigation holds, or the preemptive stor-
age of personal data for use in potential future litiga-
tion, may be justified only under Articles 7(a), (c) and
(f) of the Data Protection Directive.* These provisions
permit data processing where the data subject has un-
ambiguously given his consent, where it is necessary
for compliance with a legal obligation to which the data
controller is subject, or where necessary for the pur-
poses of the legitimate interests pursued by a data con-
troller or third party to whom the data are disclosed, ex-
cept where such interests are overridden by concern for
data subjects’ fundamental rights and freedoms.

3 A data controller is the entity which alone or jointly with
others determines the purposes and means of the processing
of personal data and which carries on processing in the con-
text of its establishment in the European Union or where not
established in the European Union makes use of equipment
situated in the European Union for the purposes of processing
personal data other than for the purpose of transit through the
European Union. 95/46/EC, art. 2(d).

*1d. art. 7(a), 7(c), 7(D.
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Legitimacy of Processing

Any processing of personal data, including that for
litigation purposes as part of the pre-trial discovery pro-
cedure, must meet a requirement of legitimacy under
the Data Protection Directive. Grounds for legitimate
processing include the consent of data subjects, the pro-
cessing is necessary to comply with a legal obligation to
which the data controller is subject, and the processing
is necessary for the purposes of the legitimate interest
of the data controller or of third parties to whom the
data are disclosed.’

Consent

The Working Party concludes that, in the discovery
context, consent is typically unlikely to provide an ap-
propriate ground for processing. In most cases, data
subjects, such as customers and employees, do not have
control over a company’s decision to do business in or
relating to the United States, and therefore they cannot
be considered to have freely consented to the process-
ing of data in relation to U.S. litigation.

Under the Working Party’s view, it also may well
prove difficult for companies in individual cases to pro-
duce clear evidence that data subjects have received
proper notification and have provided valid consent to
processing. Companies are certainly encouraged to pro-
vide notice when they are able to do so, but valid con-
sent implies that the data subject must have a real op-
portunity to withhold consent without suffering any
penalty, or to withdraw it subsequently if he changes
his mind. The Working Party, however, does recognize
that there may be situations where the individual is
aware of, or even involved in, the litigation process and
consent can properly be relied upon as a ground for
processing.

In circumstances where valid consent is not possible,
companies will need to rely upon the rationale that ei-
ther they are acting in compliance with an EU legal ob-
ligation or that they or pursuing a legitimate interest, in
order to process personal data in relation to U.S. legal
proceedings.

Compliance with a Legal Obligation

As for the legal obligation rationale, the Working
Party states that, in general, an obligation imposed by a
foreign (i.e., U.S.) legal statute or regulation may not
qualify as a legal obligation by virtue of which data pro-
cessing in the EU would be made legitimate.®

The Working Party, however, does note that the laws
of some individual Member States may recognize or im-
pose legal obligations to comply with an order of a
court in another jurisdiction seeking discovery. That is,
there may exist a requirement under a Member State’s
law to comply with the U.S. discovery request, and the
Working Party would recognize the Member State’s le-
gal obligation as a valid basis for processing data in the
European Union.

In those Member States where there is no such obli-
gation, however, the situation remains complex. For ex-
ample, some Member States have filed reservations un-
der the Hague Convention in effect declaring that dis-
covery of any information is not allowed in relation to

5 See id. art. 7.

6 Article 29 Data Protection Working Party, Working Docu-
ment 1/2009 on Pre-Trial Discovery for Cross Border Civil Liti-
gation, 00339/09/EN, WP 158, at 9.

foreign legal proceedings. In such States, the “legiti-
mate interest” justification, referred to below, may still
provide a ground for the processing of personal data for
pre-trial disclosure, but the “legal obligation” justifica-
tion would not be available.”

Pursuit of a Legitimate Interest

From the U.S. perspective, the significant advance in
the international comity dialogue involves the Working
Party’s discussion of what interests it may consider to
be legitimate interests. Under the Guidelines, compli-
ance with pre-trial discovery requirements may be
found to be necessary for the purposes of a legitimate
interest pursued by a data controller or by the third
party to whom the data are disclosed, provided that
data subjects’ fundamental rights and freedoms are
protected. As the Working Party observes, the aim of
discovery is to achieve “fairness” in the proceedings
and reach a “just outcome” by providing the parties
with access to relevant information.® Thus, the “inter-
ests of justice would be served by not unnecessarily lim-
iting the ability of an organisation to act to promote or
defend a legal right.”® This key recognition that the
goals of the discovery process are worthy and legiti-
mate represents a significant step toward cross-border
cooperation in discovery matters.

To balance data subjects’ rights against the parties’
need for access to information, the Working Party pro-
poses a case-by-case inquiry that takes into account
proportionality, the relevance of the personal data in
question, and any consequences of the processing for
the data subject. The Working Party also emphasizes
that personal data must be protected by adequate safe-
guards and data controllers must preserve data sub-
jects’ right to object to processing under Article 14 of
the Data Protection Directive.!® The Working Party
comments that as a first step data controllers should
limit disclosure, where possible, to anonymized data or
at least pseudonymized data with a filtering of irrel-
evant data, possibly by a trusted third party in the Euro-
pean Union, leaving a much more limited set of per-
sonal data to be disclosed as a second step.!!

Where sensitive personal data, for example health
data, is at issue, further grounds for processing are nec-
essary which could include under Article 8 of the Direc-
tive obtaining the explicit consent of the data subject or
where the processing is necessary for the establish-
ment, exercise or defense of legal claims. Special re-
quirements may also apply to confidential or privileged
information. Certain types of information may be pro-
tected by additional laws such as the e-Privacy Direc-

7 Article 23 of the Hague Convention provides that a con-
tracting state may at the time of signature, ratification or ac-
cession declare that it will not execute letters of request issued
for the purposes of obtaining pre-trial discovery of documents.
A number of Member States, including France, Germany,
Spain and the Netherlands, have filed reservations under Ar-
ticle 23.

8 Article 29 Data Protection Working Party, Working Docu-
ment 1/2009 on Pre-Trial Discovery for Cross Border Civil Liti-
gatsi)on, 00339/09/EN, WP 158, at 9.

Id.

10°95/46/EC, art. 14.

11 Article 29 Data Protection Working Party, Working
Document 1/2009 on Pre-Trial Discovery for Cross Border Civil
Litigation, 00339/09/EN, WP 158, at 10.
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tive.'? Data controllers should exercise caution in such
circumstances to ensure compliance with all relevant
legal obligations, but the Guidelines do not indicate that
there is anything about these concerns that could not be
addressed by a well-crafted protective order issued by
the U.S. court.

Proportionality

Under the Data Protection Directive, personal data
must be processed fairly and lawfully, collected for
specified, explicit and legitimate purposes, and not used
for incompatible purposes. The personal data must also
be adequate, relevant, and not excessive in relation to
the purposes for which the data are collected and fur-
ther processed.'® The Guidelines note that the U.S. sys-
tem also values proportionality and balancing the rights
of the different interests. Throughout the discovery pro-
cess, courts consider and weigh the need for the parties
to obtain information, the interests of individuals whose
personal or confidential information is at issue, and the
relevance of the information to the litigation. Drawing
upon this common ground, the Working Party suggests
a cooperative approach that relies on mechanisms in
both the European Union and the United States to re-
solve concerns about proportionality.

When responding to a discovery request, data con-
trollers in the European Union should undertake a fil-
tering exercise that involves identifying relevant infor-
mation, isolating personal data, and evaluating whether
that data can be redacted or anonymized. Filtering
should be carried out in the European Union, in the
Member State in which the personal data are found,
prior to any cross-border data transfers to a jurisdiction
outside the European Union. It may be appropriate to
engage an independent, trusted third party in the Euro-
pean Union to determine the relevance of any personal
data to the litigation.

The Working Party strongly encourages litigating
parties to actively involve data protection officers from
the beginning of the discovery process. Data controllers
should also approach U.S. courts to explain EU data
protection requirements and to request protective or-
ders specifically tailored to facilitating compliance with
data protection obligations.

Notice to Data Subjects

Notice of data processing is a central component of
fairness under the Data Protection Directive. In the pre-
trial discovery context, the Working Party recommends
‘“advance, general notice of the possibility of personal
data being processed for litigation.”'* Once processing
actually occurs for litigation purposes, companies
should give further notice concerning the recipients of
the data, the purposes for processing, the types of data
involved, and the nature of data subjects’ rights.

Where individuals’ personal data are collected from
third parties rather than from data subjects directly,
data controllers should provide notice of the processing

12 Directive 2002/58/EC of the European Parliament and of
the Council of 12 July 2002 concerning the processing of per-
sonal data and the protection of privacy in the electronic com-
munications sector.

13 95/46/EC, art. 6.

14 Article 29 Data Protection Working Party, Working
Document 1/2009 on Pre-Trial Discovery for Cross Border Civil
Litigation, 00339/09/EN, WP 158, at 11.

as soon as reasonably practicable. The Guidelines allow
for an important, though narrow, exception to this rule
where there is a substantial risk that such notification
would compromise the ability of the litigating party to
investigate the case properly or gather the necessary
evidence. The exception should be applied restrictively
and on a case by case basis, but there is not necessarily
a conflict between the Working Party’s approach and
prudent U.S. discovery management practices.

Data Access and Correction Rights

The Guidelines make it clear that data subjects’ right
to access and correct their personal data (where it is in-
accurate, incomplete or outdated) under the Data Pro-
tection Directive should be respected throughout the
litigation process. Prior to any transfers, EU data con-
trollers should ensure protection for this right. The
Working Party also suggests using protective orders to
extend this obligation to parties that receive personal
information, so that data subjects may verify that the
data transferred is not excessive.

Data Security and Controls Over External Service
Providers

Throughout the litigation process, data controllers
must take all reasonable technical and organizational
measures to protect data from accidental or unlawful
destruction or accidental loss and unauthorized disclo-
sure or access. These measures should, however, be ap-
propriately tailored to the purposes of the litigation and
to the requirements of data security regulations in force
in relevant Member States. The obligation to protect
data security and to observe strict confidentiality rules
should also extend to the courts themselves, to law
firms participating in the litigation, and to litigation
support services as well as to any experts involved in
collecting or reviewing the data.

Data controllers are responsible for ensuring that ex-
ternal service providers, for example expert witnesses,
comply with data protection requirements, including
those related to proportionality, lawfulness of process-
ing, and data retention periods. The data controller
must also periodically verify compliance by external
providers with the provisions of the Directive. Where
the service provider is acting as a data processor, then
the data controller will also need to enter into a data
processing agreement with the service provider under
which the service provider agrees to act only on the in-
structions of the data controller and to implement ap-
propriate technical and organizational measures.

From the U.S. perspective, numerous federal and
state data security regimes (including, most recently,
highly detailed Massachusetts regulations), require that
data processors have comprehensive information secu-
rity programs, process data only as directed, and con-
firm compliance with written privacy agreements. Ac-
cordingly, the U.S. and EU approaches to controls over
external service providers appear to be harmonious—
with the U.S. approach possibly being even more strin-
gent.

Cross-Border Data Transfers

The Guidelines, however, do not in any way diminish
requirements that companies seeking to transfer per-
sonal data from the European Union to the United
States must rely on a specific compliance mechanism
for doing so, such as the Safe Harbor scheme, model
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contracts, or a set of approved binding corporate rules.
The Guidelines clarify that these established means for
international data transfers might also legitimize trans-
fers for litigation purposes.

Where the transfer of personal data for litigation pur-
poses is likely to be a single transfer of all relevant in-
formation, there would be a possible ground for the
transfer under Article 26(1)(d) of the Data Protection
Directive where the transfer is necessary or legally re-
quired for the “establishment, exercise or defence of le-
gal claims.”'® Where a significant amount of data is to
be transferred, however, the use of binding corporate
rules or the Safe Harbor should be considered. Accord-
ing to the Working Party, Article 26(1)(d) cannot be
used to justify the transfer of all employee files to a
group’s parent company on the grounds that legal pro-
ceedings might be brought one day in the U.S. courts,
but surely few companies would rely upon such a slen-
der rationale.'®

Finally, the Working Party urges reliance on the
Hague Convention, where possible, to facilitate
litigation-related data transfers. The Working Party rec-
ognizes that compliance with a request under the
Hague Convention would provide a formal basis for a
transfer of personal data, although it also recognizes
that not all Member States have signed the Hague Con-
vention and some have signed with reservations. More-
over, from the U.S. perspective, the Hague Convention
is merely optional and it is fraught with a level of tech-
nical and temporal complexity that normally makes it
an option only of last resort.

Conclusion and guidance for multinationals

The Guidelines acknowledge that they are an initial
consideration of the issues, and an invitation to public
consultation between interested parties, courts, and
others. While the Working Party ultimately calls for a
more formal government accord, the Guidelines set out
practical ways for multinational companies to attempt
to reconcile the litigation processes in the U.S., and
other countries outside the EU, with the data protection
requirements of the EU’s Data Protection Directive as
implemented by Member States. It, however, should be
noted that any conclusions of the Working Party will ul-
timately be subject to Member State data protection re-
quirements and the approach taken by national data
protection authorities.

Consistent with the Guidelines, multinationals should
strive to provide notice to individuals whose informa-
tion is or may be used in connection with U.S. litigation.
To do so, companies should revise their privacy policies
and other data protection documents and statements to
provide clear, advance notice of the prospect that the
company will be involved in U.S. or other foreign litiga-
tion, and of the fact that U.S. or other laws require the
company to collect, retain, process, and transfer indi-
viduals’ personal data. Company policies should inform
data subjects of their rights under EU and U.S. law, in-
cluding data access rights. Companies should also
adopt specific procedures for providing notice to af-

15 95/46/EC, art. 26(1)(d).

16 Article 29 Data Protection Working Party, Working
Document 1/2009 on Pre-Trial Discovery for Cross Border Civil
Litigation, 00339/09/EN, WP 158, at 13.

fected individuals in the event of actual litigation. This
notice should include information on the data recipi-
ents, the methods and purposes for processing, and the
categories of data involved.

Companies may also wish to advise their data sub-
jects of their ability to seek relief from the U.S. courts if
they consider their personal interests to be unduly bur-
dened by a discovery order in light of the issues at
stake. Moreover, data subjects should also be informed
that they may seek to involve their national Data Pro-
tection Authority in the U.S. discovery process, and to
request that the Member State’s Data Protection Au-
thority intervene in the U.S. litigation for purposes of
asserting their legal interests. Indeed, in several circum-
stances, EU Member States (and other countries) have
intervened in U.S. legal proceedings to assert that cer-
tain data is privileged or protected from disclosure by
foreign law, and there is an established body of interna-
tional comity law addressing such considerations.

Consideration should also be given to grounds for the
legitimate processing of personal data for litigation pur-
poses, including whether to obtain consent or to rely on
the processing being necessary for the purposes of a le-
gitimate interest pursued by the data controller, for
which a balance of interests test should be applied tak-
ing into account the relevance of the personal data to
the litigation and consequences for the data subject.
Companies should also consider adopting data reten-
tion policies that are appropriately restrictive in light of
U.S. state data disposal requirements and local EU law.

To promote compliance with EU data protection obli-
gations, multinationals involved in U.S. litigation are of-
ten well-advised to apply to the court for a protective or-
der that sets forth EU data protection requirements and
requires procedures to narrow the scope of information
disclosure, and to protect the security and confidential-
ity of any data exchanged between the parties. Compa-
nies should also:

® devise technical and organizational security mea-

sures and procedures specifically tailored to the
litigation process and which are consistent with re-
quirements in applicable Member States, and

m establish strict controls over third-party service

providers, including entering into data processing
agreements and having contractual rights to verify
compliance.

Special attention should be paid to sensitive personal
data or to confidential or privileged information, which
may be subject to additional requirements. Corporate
data protection officers should be charged with specific
duties relevant to litigation and should take an active
oversight role in the discovery process.

Multinationals must also establish procedures for
conducting an initial review of documents in the Euro-
pean Union, and for culling non-responsive or unneces-
sary documents prior to any international data trans-
fers. Personal data should be redacted or anonymized
to the extent possible. Where suitable, companies
should engage an independent, trusted third party in
the European Union to evaluate the relevance of per-
sonal data to the litigation.

Finally, before exporting any data, companies should
ensure that the transfer is justified either under specific
EU provisions or pursuant to a mechanism such as the
Safe Harbor or binding corporate rules.
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