Data Protection

The new EU Data Protection Regulation:

what will the impact be on the life sciences industry?

William Long, Anna Pavlou and Jessica Walch explain which areas of the European Commission’s proposed
regulation on data protection will need to be ironed out if the final text is to be balanced and appropriate.

The EU Data Protection Regulation proposed
by the European Commission in January will —
if adopted in its current form — require
pharmaceutical and medical device companies
to adopt a new approach to data processing
and data protection'.

The ability to collect, analyse and transfer
personal data, in particular health data used in
clinical trials, adverse event reporting and
medical research, is critical both to the life
sciences industry and to society, more
generally, to ensure progress in medical science
and safety. Accordingly, life sciences companies
need to consider carefully the proposed
regulation on data protection.

The commission’s proposals, overall,
constitute an improvement with regard to
recognising that a balanced approach to data
protection is required in areas such as
pharmacovigilance and medical research.
However, the practical impact of many of its
provisions is, as yet, unclean

The data protection requirements
proposed also require close attention because
the new regime will introduce a more
aggressive enforcement approach, with fines
of up to 2% of a company’s annual worldwide
turnover: In addition, data protection
authorities will be able to impose a
temporary or definitive ban on processing
personal data, enter premises and suspend
data flows to a recipient located in a non-E
member state or to an international
organisation. Moreover, any organisatiem that
aims to protect the data protection f
individuals, such as consumer organisatiorts,
will have the option of making complaints to
data protection authorities and bringing

actions on behalf of individuals (ie data
subjects) for non-compliance with the
proposed regulation.

The proposed regulation on data protection
will be subject to much discussion and possible
revision as it progresses through the EU
legislative process — this will probably last until
2014. Due to the impact of the proposals on
use of health data, the potential increase in
compliance costs and greater enforcement
actions, companies should ensure they become
involved in these discussions to ensure that
the final text is balanced and appropriate.

(Directive 95/46/EC)

obligations involve the processing of personal

data and present particular data protection

issues for pharmaceutical companies.
Pursuant to the Volume 9A Rules Governing

Medicinal Products in the European Union,

individual adverse event case reports must

contain:

* an identifiable healthcare professional
reporter;

* an identifiable patient who can be identified
by initials, patient number, date of birth, age

or a %p or sex; and
* detdils onat least one suspected active

ce/medicinal product®.

tains the current prohibition on

Once adopted, the new regulation will replace
the current EU Data Protection Directive %ﬁ oposed regulation on data protection
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a more aggressive enforﬁn t

approach

Impact on pharmacﬂgxynce
Under the new EU pha vigilance
legislation — Direct /84/EU? and
Regulation (EU
pharmac I
obligations
ame, féigal substance or product. In particular,
all &suspeded adverse reactions in the
%: third countries that are reported to

1 arketing authorisation holder must be
submitted to the EudraVigilance database,
managed by the European Medicines Agency,
within 15 days. Similarly, all non-serious
suspected adverse reactions that occur in the
EU will have to be submitted electronically to
the same database within 90 days®. Such

panies have strict
report adverse events related to

Mrocessing personal data concerning health or

sex life except where certain exemptions
apply. The most relevant exemptions include
the following instances:

the data subject has given consent;

the processing is necessary to protect the
vital interests of the data subject;

the processing of health data is necessary
for health purposes; or

the processing is necessary for historical,
statistical or scientific research.

However, the proposed regulation specifically
allows health data to be processed for reasons
of public interest in the area of public health,
including to ensure high standards of quality
and safety for medicinal products or medical
devices’. Does this include adverse event
reporting? Such broad reference in the
proposals to the processing of health data in
the area of public health, including to ensure
quality and safety, would seem to cover
pharmacovigilance activities. However, the life
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sciences industry should consider the pros and
cons of having a specific reference to
pharmacovigilance activities to avoid any doubt.

Also relevant to pharmacovigilance is the
exact scope of personal data. For example,
does a patient identification number amount
to personal data® This question was also
examined by the European Data Protection
Supervisor in two opinions™'?. For the EDPS, a
key factor in determining whether data is
anonymous is traceability. According to the
EDPS, data are considered anonymous only if
it is impossible to identify (or retrace) the
person to whom the data relate'".

However, the view of member states can
differ particularly on whether key-coded data,
such as a patient identification number,
amounts to personal data. For example, it is
understood that in Belgium and Sweden,
pseudonymised data (such as key-coded data)
can still amount to personal data if any third
party (such as the physician) has a key that
can be used to re-identify an individual. In
other member states such as Denmark,
Finland, France, Italy and Spain, the position on
whether pseudonymised data is personal data
appears to be ambiguous'2 However, the
authorities in these countries tend to agree
with the Belgian approach whereby; in
principle, all data that can be linked to an
individual is considered to be personal data,
even if processed by someone who cannot
make that link'. Lack of consistency between
member states on such a fundamental
question has been of particular concern for
pharmaceutical companies, regulators and
individual data subjects.

The proposed regulation clarifies the

identified by the EDPS — is that only health
personal data that is “absolutely necessary”
should be collected and included in an individual
case safety report (ICSR). Such a requirement is
reflected in the proposed regulation, which
provides that data controllers must implement
mechanisms for ensuring that, by default, only
the personal data that is necessary for each
specific purpose is processed and is not
collected or retained beyond the minimum
necessary for those purposes'®. This requirement
of data minimisation means that life sciences
companies will in practice need to carry out a
data protection impact assessment to ensure
that only the minimum data necessary for the
purpose of pharmacovigilance are being
processed"’.

Consent will continue to be an
important legal justification for
processing personal data

Impact on clinical trials

New obligations on data processors

Clinical trials involve numerous paiti

performing different roles and

responsibilities. These partie sponsors,
anisations

investigators, clinical rese
(CROs) and many ether es such as
laboratories and statisticiafs.

st
Under the @edion Directive,

entities inv % clinical trial are defined as
either % rs or data processors.
Impo monly data controllers are directly
subject torthe requirements laid down in the

e. Consequently, pharmaceutical

nies acting as the sponsor of a clinical

trial in complete autonomy but in compliance

.
position and now explicitly states that p a&rial and the trial centres that carry out the
data relating to health should include a a

number or symbol assigned to an jndiyidu
uniquely identify the individual fo
purposes, which presumably wouldln
patient identification number'*.

As for anonymous data, the proposals
provide that the principles of data protection
should not apply to data rendered anonymous
in such a way that the data subject is no
longer identifiable. However, this leaves open
the question of whether an individual can be
identified from a combination of different
pieces of information even where a patient
identification number is not used, such as
initials and date of birth. In this case, the
proposed regulation applies a similar test to
the one that exists under the Data Protection
Directive that account should be taken of all
the "means likely reasonably to be used” either
by the data controller or by any other person
to identify the individual .

Another key aspect of data protection
requirements and pharmacovigilance — as

with the sponsor’s guidelines are considered to
act as joint data controllers. In contrast,a CRO
is normally considered to be a data processon,
although it is ultimately a question of fact to
be determined on a case by case basis'®.

The proposed regulation on data protection
keeps the current distinction between data
controllers and data processors. However, the
scope of many of its requirements now applies
to both data controllers and data processors,
such as the obligation to maintain detailed
documentation of the processing operations
including details of the purposes, types of
personal data, recipients, international transfers
and time limits for retention of personal data.
Similarly, both data controllers and data
processors are now required to implement
appropriate security measures and, where
there are over 250 employees, appoint a data
protection officer for a term of at least two
years. Consideration will need to be given to
the consequences of this change in regulatory

Data Protection

responsibility for data processors, which may
require an examination of existing contracts
with service providers involved in clinical trials
such as CROs.

Data protection impact assessment
The proposed regulation introduces an
administrative simplification by abolishing the
current notification requirements that exists in
some member states for sponsors to register
the processing of personal data as part of
clinical trials with the national data protection
authority where the trial is performed.
However, there is now a proposed
requirement that a data protection impact
assessment be carried out by the data
controller or the data processor where the
processing operations present specific risks,
such as the processing of health data. In such a
roposed regulation requires data

*

cas G?o
&)I rs to seek the views of data subjects

eir representatives on the intended
cessing and consult with the data
protection authority regarding the data
protection impact assessment.

The requirement to conduct data
protection impact assessments and prior
consultation could significantly impact life
sciences companies and service providers
involved in clinical trials, and other activities
involving health data. In practice, this may
require conducting a detailed review of such
activities and taking measures to ensure that,
through use of privacy by design, compliance
with the new data protection requirements
can be demonstrated to data protection
authorities and data subjects.

New requirements for consent

Obtaining patient consent is a key aspect of
clinical trials and other activities of life sciences
companies. Under the proposed regulation,
consent will continue to be an important legal
justification for processing personal data,
including health data. However, the proposals
require that such consent must be given
explicitly, with the data controller having the
legal burden of proving that the data subject
has given valid consent. In addition, where the
consent is to be provided in a written
declaration, the requirement to give consent
must distinctly appear in the document — and
be kept separate from consent to be given in
the context of other matters.

The proposed regulation also provides that
“consent shall not provide a legal basis for the
processing where there is a significant
imbalance between the position of the data
subject and the data controller”. The
application of such a condition to clinical trials
could be problematic as, arguably, there is an
inherent imbalance between the position of
the individual patient and the life sciences
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company. In this event, the controller will have
to find legitimate reasons other than the data
subject’s consent to justify the processing of
personal health data. Life sciences companies
should look to obtain clarification on this issue
as the proposed regulation progresses through
the legislative process.

The proposals also provide further guidance
in the event that a patient withdraws their
consent, stating that such withdrawal shall not
affect the lawfulness of processing the data
that has been previously provided. It should be
clarified whether this means that personal data
can continue to be used in a clinical trial as
from the date on which the data subject’s
consent was withdrawn.

Impact on medical research

Conducting secondary research

Medical research is a key activity of the life

sciences industry. However, there is uncertainty

as to the ability to carry out scientific research
in compliance with the Data Protection

Directive. In particular; it appears to be

unnecessary and impractical to apply the full

data protection requirements under the
directive to key-coded research data where
the recipient has no access to the key and
thus cannot identify the individual. Similarly,
consent requirements may impede medical
research because the original consent does
not necessarily cover secondary research, such
as further examination of the disease or
examination of the unanticipated secondary
benefits of a drug. However, it is not always
possible to anticipate all secondary research
purposes at the time of the initial research.
While the proposed regulation does not
specifically exclude key-coded data from its
scope, it does permit health data to be
processed for scientific research fif:

* the scientific purpose of the resea@ot
be fulfilled by processing data that ot
permit identification of the data subject; and

* the data enabling the attribution of
information to an identified data subject is
kept separately from the other information.
This scientific research exemption appears
specifically designed to give greater flexibility
to the life sciences industry to process key-
coded research data.

However, there still appears some confusion

over whether research data processed for an

initial research purpose can be processed
subsequently for a secondary research
purpose. The proposed regulation provides
that processing of personal data should only
be allowed where the processing is

“‘compatible” with those purposes for which

the data have been initially collected, in

particular where the processing is necessary
for scientific research purposes'”. Where the

secondary purpose is not compatible with the
initial purpose, the proposed regulation further
provides that consent should be obtained
from the individual or another legitimate
ground for processing should be used®.
Further clarification is required as to whether
the scientific research exemption, referred to
above, means that personal health data can be
used for a secondary research purpose that is
not compatible with the initial research
purpose provided that the data is key coded.

The proposed regulation on
data protection introduces new
rights that will have a very
significant impact on social
media both for users and
providers of social media

In addition, the proposed regulation
provides that bodies conducting scientific

disclose, personal data if: (i) the data subject

personal data where the data are no longer
necessary, the individual withdraws consent or
objects to the processing or where the
personal data are not processed in compliance
with the proposed regulation. In addition,
where the data controller has made the data
public, it must take all reasonable steps to
inform third parties that a data subject
requests that they erase any links to or copies
of the personal data. The proposed right to be
forgotten presents a number of challenges for
all companies involved in social media. In
particular, it is questionable whether it is
technically possible to erase all personal data
on the internet. While it is possible to delete a
social media account, it is difficult to delete
data that is out of the user’s control. Where
the personal data has been accessed by others
on a soci@’media application there is no
meansyof kaéwing who has had access and
h & have used the data. In a digital age of
nerated content, it is highly

pread of personal data across the internet.

S
research may publish, or otherwise publicly‘ %Sﬂonable whether it is possible to stop the

has given consent; (i) the publication of the
personal data is necessary to presen rch
findings or to facilitate research p &d t
rights of the data subject do ride
these interests; or (iii) the ject has
made the data publicz'.\j ar how
pharmaceutical compani d other life
sciences bodies sh ermine whether the
fundamental d tion rights of
individuals %the publication of the

research findings. In practice, this presumably

mga@ a data protection impact

a x should be required to determine
ther the research overrides the interests
ofjthe data subjects.

Impact on social media

Social media is increasingly being used by
individuals, patients, healthcare professionals
and life sciences companies as a means of
interacting with communities and to obtain
awareness of diseases and products. For
example, vast numbers of individuals now
willingly provide their personal data in
interactions as part of patient social media
communities. The data collected on those
websites in addition to being shared with
other users could be sold to the social media
provider's partners, such as companies that are
developing or selling pharmaceutical products
or medical devices to patients.

The proposed regulation on data protection
introduces new rights that will have a very
significant impact on social media both for
users and providers of social media. In
particular, the proposals introduce a new right
to be forgotten, under which individuals can
require that a data controller erases their

The proposed regulation provides an
exemption from the obligation to erase
personal data mentioned above. This exemption
applies where the retention of the personal
data is necessary for historical, statistical and
scientific research purposes. This necessity test
means that each life sciences company as a data
controller will need to make its own subjective
determination of whether it is necessary to
retain the personal data for scientific research
purposes. This is a concern because any right
which may allow individuals to erase their data
could have a significant impact on the validity of
scientific findings in clinical trials, epidemiological
studies and medical research. Such a right also
appears contradictory to the acknowledgement
in the proposed regulation that withdrawal of
consent shall not affect the lawfulness of data
processing based on the consent previously
given by an individual.

A further issue for medical research in
relation to social media is the exemption under
the proposed regulation that bodies conducting
historical, statistical or scientific research may
publish personal data if the data subject has
made the data public. Does this mean that
individuals who have made their personal data
“public” by disclosing such data on Facebook
and other social media forums may legitimately
have their personal data published for the
purpose of scientific research?

Achieving the right balance

[t is clear that the proposed regulation on data
protection will have an important impact on life
sciences companies and will require a new
approach to data protection.To examine the
precise impact further clarity is required on a
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number of its principles and provisions.
However, this clarity may be a long time coming,
as one of the main concerns with the proposals
is that a large number of its provisions will need
to be supplemented by what is called a
“delegated act” or an “implementing act” setting
out further details and requirements. The
technical standards and requirements in these
acts will not be adopted by the commission
until the proposed regulation is adopted and
will not be open to general public consultation.
Consequently, some important details of a
number of provisions in the proposed
regulation will only become clear once those
necessary acts are adopted. The legislative
financial statement to the proposed regulation
estimates that the commission may handle
three implementing measures a year, while the
process could take up to 24 months — this
means it could take |15 years to implement all
45 delegated acts and implementing measures
in the proposed regulation.

Life sciences companies should ensure that
they fully consider the proposals and become
involved in discussions on the regulation as it
moves through the legislative process. Getting
the right balance, in an ever more digitally
globalised world, between strengthening data
protection rights for individuals and stimulating
progress and innovation of medical science

and research is a critical issue both for the life
sciences industry and society.
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