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Employers who use continuous monitoring services that alert to changes in an employee’s credit and
criminal history could face potential liability under the Fair Credit Reporting Act. Sidley Austin LLP
attorneys explore when the act might apply and what employers should think about before contracting for
these services.

Employers are increasingly exploring continuous monitoring services that address workforce risk by
providing alerts on changes in an employee’s credit history, criminal background, arrest history, litigation
history, and even the employee’s inclusion on a terrorist watch list.

On first blush, this type of service may appear to implicate the Fair Credit Reporting Act (FCRA) and
related state laws. But, some continuous monitoring services take the position that they are not subject to
the FCRA and prohibit employers from using their services in ways that implicate the FCRA.

Below are important points employers should consider when deciding to engage a continuous monitoring
service.

Does FCRA Apply to Continuous Monitoring Services?

The FCRA states that a “consumer report” cannot be used for “employment purposes” (hire, promotion,
reassignment, or retention) unless a clear and conspicuous disclosure has been made in writing to the
employee before the report is obtained and the employee consents in writing.

The failure to meet these requirements exposes the employer to civil penalties and civil liability, including
actual damages, attorneys’ fees, and, if willful noncompliance, punitive damages.

Is a Continuous Monitoring Service a Consumer Reporting Agency?

It depends. The FCRA defines a consumer report as “any written, oral, or other communication of any
information by a consumer reporting agency bearing on a consumer’s credit worthiness, credit standing,
credit capacity, character, general reputation, personal characteristics, or mode of living which is used or
expected to be used or collected in whole or in part for...employment purposes.”

The type of alerts provided by continuous monitoring services—changes in credit history, criminal
background, arrest history—likely fall within this definition. The question then turns on whether a
continuous monitoring service is a consumer reporting agency.

A continuous monitoring service may argue that it is not a consumer reporting agency. The FCRA defines
a consumer reporting agency as any person that regularly engages in assembling or evaluating consumer
credit information or other information on consumers for the purpose of furnishing consumer reports to
third parties.

Courts have routinely held that whether a company is a consumer reporting agency depends on
subjective intent, which requires analyzing the totality of the circumstances. See, e.g., Kidd v. Thomson
Reuters Corp. (S.D.N.Y. 2017).
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In one case, a company was found not to be a consumer reporting agency where it had taken affirmative
steps to ensure that its services were not being used for FCRA-related purposes, including training and
testing personnel on prohibited uses, requiring personnel to report misuse, investigating misuse, and
even terminating subscriptions for misuse.

In other cases, courts have emphasized that self-serving disclosures that a company is not a consumer
reporting agency, without more, are not enough.

Continuous monitoring services may argue that they only provide “tips” that the employer must then
independently verify; thus they are not in the business of “assembling or evaluating” consumer
information and are not a consumer reporting agency. Whether this position would prevail has yet to be
tested in courts.

In any event, when evaluating a continuous monitoring service, an employer should pay careful attention
to the services provided by the company and not rely solely on its assertions to determine whether the
FCRA is triggered.

What if an Employer Engages a Continuous Monitoring Service?

If an employer wants to use a continuous monitoring service, it can consider the following steps to
potentially limit liability under the FCRA:

[ Seek legal advice to determine whether its particular circumstances trigger FCRA or related state law
obligations. If so—or if the analysis is inconclusive—the employer may want to take steps to mitigate its
risk of liability under those laws.

[0 The employer may determine that disclosures are appropriate to mitigate risk. The FCRA mandates
that the disclosure be in a standalone document that consists solely of the disclosure. The disclosure
must be “clear and conspicuous,” so that it is reasonably understandable and readily noticeable by the
employee. State laws may have additional requirements. For example, California requires that contact
information for the consumer reporting agency also be disclosed.

[0 Obtain consent in advance of procuring the report. An employer may want to consider asking at the
time of hire for consent to obtain consumer reports throughout the term of employment, not solely for the
initial reports obtained when hiring a new employee.

[ Consider instituting a procedure for handling the continuous monitoring alerts that limits the alerts’
recipients and mandates that the alerts be independently verified before being shared with anyone
making employment decisions regarding the implicated employee.

[0 Conduct careful review of the continuous monitoring services’ terms and conditions to ensure the
employer’s actions are not running afoul of the terms and conditions, such as a prohibition against
referring to the continuous monitoring service as a consumer reporting agency.

Technology often progresses faster than lawmakers and courts can keep up. Employers should pay
careful attention to see how courts treat continuous monitoring services going forward.
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