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The energy industry, multinational cor-
porations, traders and commodities trad-
ing platforms are experimenting with and
implementing blockchain technology in
order to streamline processes and allow
for new forms of energy delivery. Energy
market participants anticipate that block-
chain technology will help standardize
and streamline field processes and back-
office operations in order to reduce the
cost of energy extraction, processing and
delivery, and to make physical and cash-
settled trading more nimble.

The terms “blockchain” and “distrib-
uted ledger technology” generally refer to
databases that maintain information, se-
cured with cryptography, across a decen-

tralized network of computers.> Block-
chain enables users to record transactions
on a shared ledger that is duplicated across
the network, rather than each user having
to maintain their own proprietary ledger.
Public blockchains can be used by anyone
with an internet connection and the requi-
site software and hardware. Private or
permissioned blockchains can only be
used by those who have a validated invita-
tion to interact with the network.® For
corporate enterprises in the energy mar-
kets, permissioned blockchain networks
may be more appropriate because limits
can be placed on who is allowed to partic-
ipate in the network and the types of trans-
actions the network will support.*

This article describes three use cases for
blockchain in the energy industry and the
securities and commodities regulatory
considerations that may apply to those use
cases. Finally, we address other consider-
ations that will impact the future of block-
chain in energy.

USE CASES

OIL EXTRACTION

Currently, smaller volumes of crude oil
extracted from the field are measured by

"This article has been prepared for informational
purposes only and does not constitute legal advice. This
information is not intended to create, and the receipt of
it does not constitute, a lawyer-client relationship. Read-
ers should not act upon this without seeking advice from
professional advisers. The content herein does not reflect
the views of the firm.
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hand prior to shipment by dipping a weighted
strap into the oil tank. This measurement is
known as “the volume of a run” and is used to
determine the gross volume upon which to calcu-
late the royalty share of the oil well leaseholders.
These measurements are recorded by hand on a
field run ticket, which becomes part of the ac-
counting records for the transaction.

Combined with the kind of automated meter-
ing systems currently used for larger volumes of
oil, blockchain may be used to record the “vol-
ume of a run.” The blockchain can use this infor-
mation to then transfer payments to leaseholders
automatically, triggered by a “smart contract” set
to make payment ratably to the applicable
leaseholders. A smart contract is software code
that triggers certain actions upon the occurrence
of a triggering event.® This payment could be
made to leaseholders in the form of the propri-
etary digital assets of the system, by sending the
applicable number of digital assets to the “wal-
let” of each leaseholder.® These digital assets
could then be automatically exchanged for fiat
currency (e.g., U.S. dollars) or another digital as-
set such as bitcoin.”

MICROGRIDS AND PEER-TO-PEER
ENERGY TRADING

In the United States, energy is typically gener-
ated at a large plant, such as a hydroelectric dam,
coal-fired power plant, or solar array, and trans-
ported long distances by wire to a grid that sup-
plies electricity to hundreds of thousands of
customers. This type of energy supply chain is
subject to energy loss in the transportation of the
energy to customers, and in the event of a severe
storm or other natural disaster, there are several
fault points at which customers can lose power.
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Several communities around the world are ex-
perimenting with “microgrids” which allow
members to generate their own power through,
for instance, solar panels on their roofs, for their
own use and to sell to their neighbors or to a
central electric company.

There are currently several pilot programs that
use blockchain and smart contracts to record the
generation, transfer, and use of electricity among
neighbors that are on the microgrid. Imagine a
microgrid that transfers electricity generated on
the roofs of five local buildings to the residents in
the neighborhood. Smart meters measure the us-
age of each individual resident and the block-
chain tracks when a user obtains electricity from
the local solar panels and when electricity is
obtained from an offsite power plant. Block-
chains can facilitate payments among the users
and generators connected to the microgrid. As
with the prior example, the payments could be
made in the form of the proprietary digital assets
of the system. Participants that validate these
transactions (“nodes”) can be set up anywhere in
the world and rewarded in digital assets for their
work.

ENERGY TRADING PLATFORMS

There are currently several pilot programs for
using blockchain for energy trading platforms.
Physical energy trading is typically a manual and
document-intensive process requiring several
intermediaries and many contracts along the sup-
ply chain from source to storage, blending, and
delivery. Those adopting blockchain technology
for energy trading anticipate that blockchain can
provide a single, consolidated source of transac-
tion history in this supply chain in order to make
physical energy trading more efficient.
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FEDERAL SECURITIES LAW
CONSIDERATIONS

The SEC has asked market participants to
analyze whether a digital asset is an investment
contract or another kind of security.? In any use
case involving a digital asset, including energy
use cases, the digital asset and any actual or
imputed contract for the sale of the digital asset
needs to be analyzed to determine if they consti-
tute a security under the securities laws. If the
digital asset or related contracts for sale meet the
definition under the Securities Act or the Ex-
change Act,? then the digital asset or contract for
sale must be registered with the SEC or offered
subject to an exemption from the registration
requirements. Furthermore, trading platforms
that meet the definition of an “exchange” under
the Exchange Act must register as a national se-
curities exchange or meet the requirements for
exemption, such as a registered alternative trad-
ing system."

As defined in the Securities Act, the term “‘se-
curity” includes stocks, bonds and other common
types of securities, as well as “investment
contract[s].”"" Energy digital assets should be
analyzed to determine whether they represent
debt, equity or another instrument or arrangement
listed in the definition of security, including
whether they are “investment contracts.” SEC v.
Howey and its progeny provide the test for deter-
mining whether an instrument is an “investment
contract.”® The SEC applied the Howey test in
the context of digital assets in several enforce-
ment actions and in its Report of Investigation
Pursuant to section 21(a) of the Securities Ex-
change Act of 1934: The DAO."™ The SEC has
applied the Howey test both in cases involving an
issuer’s initial sale of a digital asset (a so-called
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“initial coin offering” or “ICO”) and in the
context of trading platforms.™

The SEC’s Strategic Hub for Innovation and
Financial Technology has released its interpreta-
tion (Framework) of the Howey test as applied to
digital assets.’ The Framework provides an in-
terpretation of how the Howey test could apply to
certain facts that are common to digital assets. It
provides factors that may indicate that a digital
asset is offered for “consumptive” as opposed to
investment intent. The Framework also provides
considerations for evaluating whether a digital
asset no longer needs to be offered as a security
because its blockchain network is sufficiently
“decentralized.”

The SEC has also released two no-action let-
ters relating to the interpretation of the Howey
test for purposes of Section 5 of the Securities
Act and Section 12(g) of the Exchange Act.'® In
the first, TurnKey Jet, Inc. (TurnKey) proposed
to sell digital assets that would act as payment
for air charter services."” TurnKey would operate
a private blockchain network to facilitate a mem-
bership program for participants. The SEC’s
Division of Corporation Finance agreed not to
recommend enforcement action to the Commis-
sion if TurnKey sold the digital assets without
registering them under the Securities Act and the
Exchange Act. The staff provided a similar no-
action letter to Pocketful of Quarters, Inc. (PoQ),
which proposed to distribute digital assets in a
closed-system with the digital assets to be used
primarily by gamers to “pay” for in-game digital
items and to participate in e-sports tournaments.'®

These SEC no-action letters provide further
assurances to market participants considering is-
suing and trading digital assets. However, several
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considerations and questions remain about ac-
counting, custody and other issues important for
building a vibrant market for digital assets. Ac-
counting considerations include how companies
can maintain complete and accurate books and
records and maintain related internal accounting
controls for digital assets, as required under the
securities laws." Custody questions include how
broker-dealers can satisfy the SEC’s Customer
Protection Rule and how registered investment
advisers can satisfy the Commission’s Custody
Rule.?

Energy digital assets should be developed with
the securities case law, SEC guidance and unre-
solved questions in mind. In each of the use cases
described above, any digital assets or actual or
imputed contracts will need to be analyzed to
determine whether they are securities under the
Howey test and related case law and SEC
guidance.

COMMODITY FUTURES LAW
CONSIDERATIONS

During his tenure as Chairman of the CFTC,
which ended in July 2019, Christopher Giancarlo
expressed support for the possibility for block-
chain to “streamline back-office infrastructure,
interoperable databases, and shared ledgers” and
the possibility for this technology to allow regu-
lators to have real-time access to the trading
ledgers of large financial institutions.?' The
CFTC is actively engaged in the blockchain and
digital asset space through asserting its authority
over digital assets as commodities, surveilling
trading in derivative and spot markets, prosecut-
ing fraud and manipulation, actively coordinat-
ing with other regulators, and providing con-
sumer outreach and education materials,
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particularly through LabCFTC.?? The CFTC
published a Request for Information in the Fed-
eral Register seeking information from the pub-
lic on the underlying technology, opportunities,
risks, mechanics, use cases, and markets, related
to Ether and the Ethereum Network.?®

In November 2019, Heath Tarbert, who be-
came Chairman of the CFTC in July 2019, was
interviewed about digital assets on CNBC. He
explained that he wants the United States to lead
in blockchain technology. “[U]ltimately I could
see it overtaking the internet or being effectively
parallel to the internet in using a variety of differ-
ent kinds of transactions, not just the financial
system, but in other types of transactions as well

. . I think whoever ends up leading in this
technology will end up writing the rules of the
road for the rest of the world. My emphasis is on
making sure that the United States is a leader.”**
These comments echo statements that he made
during his confirmation hearing, where he ac-
knowledged that digital technologies have re-
cently transformed derivatives markets.?® Tarbert
observed that these technologies present both op-
portunities and risks, and, therefore, the CFTC
should promulgate regulations that “allow tech-
nological innovation to flourish” while protect-
ing “markets and consumers from harm.” He also
cautioned that government needed to “remain
vigilant in thwarting new threats—such as
cyberattacks.”

On November 27, 2018, LabCFTC released A
Primer on Smart Contracts (Primer), which
provides an overview of smart contracts, the role
of the CFTC, and information on the risks, chal-
lenges and governance of smart contracts.?® In
the Primer, the CFTC explains that, depending
on the relevant structure, operation, and facts and

© 2019 Thomson Reuters
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circumstances, a smart contract could be consid-
ered a commodity, forward contract, futures
contract, option on futures contract, or swap,
each of which the CFTC regulates.”’

It is important to assess whether a particular
smart contract may fall under the CFTC’s juris-
diction and take necessary steps to remain com-
pliant with the governing regulations. In that
regard, the definition of “commodity” under the
Commodity Exchange Act (CEA) is broad. It
includes several specifically enumerated products
and “all other goods and articles. . .and all ser-
vices, rights and interests. .
for future delivery are presently or in the future
dealt in.”* The CFTC first found that bitcoin was

a commodity in 2015, an interpretation subse-

.in which contracts

quently supported by federal courts.? Due to this
broad definition, digital assets that document a
right related to energy are likely to also be consid-
ered commodities.

The CFTC’s oversight of spot trading venues
is limited, although energy digital asset trading
platforms would need to consider whether certain
regulations apply.*® The CFTC has jurisdiction to
investigate and conduct civil enforcement actions
against fraud and manipulation in markets trad-
ing spot commodities, which would include
digital assets, as well as in the futures and swaps
markets that it regulates.*

If the trading involves contracts that could con-
stitute futures, options or swaps, as with such
trading in any commodity, the CFTC has broad
regulatory authority and oversight and imposes:
(1) registration requirements for trading and mar-
ket surveillance; (2) reporting and monitoring
standards; (3) capital requirements; and (4)
platform and system safeguards.®* Moreover, this

© 2019 Thomson Reuters
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same regulatory scheme also applies to certain
so-called “retail commodity transactions.” Those
are transactions in which either party is not what
is called an “eligible contract participant” under
the CEA. Of potential concern in the energy
markets is that certain smaller businesses could
potentially not meet the requirements to be an
“eligible contract participant.”®® If the transac-
tion then includes some form of financing, mar-
gining, or leverage provided by the offeror and
does not result in what is called “actual delivery”
of the commodity, generally within 28 days of
the transaction, then it is subject to all the same
regulatory requirements as a futures, option or
swap.

The question of what constitutes “actual deliv-
ery” is unclear when there is margin or leverage
involved, since the CFTC takes a very aggressive
position on the limitations that can be placed on
the buyer’s use of the commodity while still
constituting “actual delivery.” In December
2017, the CFTC published a proposed interpreta-
tion on the meaning of the term “actual delivery”
in the context of retail transactions in virtual cur-
rencies, advising that while the test for whether
actual delivery has occurred would be determined
by facts and circumstances, the CFTC will look
to whether, no later than 28 days after the trans-
action, the retail customer is able to take posses-
sion and control of the entire quantity of the
virtual currency purchased and use it without the
seller or platform retaining any security interest
in the virtual currency.** No further action has
been taken to date on that proposal.®®

Anyone considering establishing a trading
platform for energy digital assets, such as the one
described in the Use Cases, should determine
whether it is subject to the CFTC jurisdiction
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over trading platforms. Depending on the types
of products and services offered by a trading
platform, the platform itself may be subject to
CFTC regulations and require registration with
the CFTC as a Designated Contract Market
(DCM) or Swap Execution Facility (SEF).*® The
CFTC has cautioned that DCMs, SEFs, and De-
rivative Clearing Organizations (DCOs) that list
digital asset derivatives must implement en-
hanced procedures relating to market surveil-
lance and risk management, among other things,
in light of the significant risks attributable to
these assets.®” Moreover, the CFTC stated it will
engage in “heightened review” of self-
certifications for digital asset products.*® Height-
ened review incorporates various special stan-
dards for digital asset activities, such as “setting
substantially high” margin for cash settled bitcoin
futures, and coordinating with CFTC’s market
surveillance branch to allow for “minute-by-
minute” oversight.*

OTHER APPLICABLE LAWS AND
CONSIDERATIONS

OTHER FINANCIAL SERVICES LAWS

The U.S. Treasury Department’s Financial
Crimes Enforcement Network (FinCEN) has
provided guidance regarding whether certain
digital assets and digital asset market participants
are engaged in regulated “money services busi-
ness” activity, which requires registration with
FinCEN.* Furthermore, certain states may in-
clude energy digital asset activity within their
definition of “money transmitter.” The State of
New York requires a license for any person
engaging in “virtual currency business activity”
in New York or with a New York resident. *' The
license is commonly known as the “BitLicense”
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and depending on the circumstances, some busi-
ness may need both a BitLicense and a New York
money transmitter license. Consideration would
need to be given as to whether any use of digital
assets in connection with any of the energy use
cases might trigger these other regulatory
schemes.

STATE REGULATIONS GOVERNING
ENERGY SUPPLIERS

Electricity microgrids utilizing blockchain to
record and transact energy provide numerous
possibilities for individual market participants to
procure power directly from generation sources,
likely at reduced costs by eliminating traditional
utility companies or other suppliers. This pre-
sents several potential challenges within the
existing energy regulatory framework itself. The
generation and retail sales of electricity are cur-
rently overseen by state public utility commis-
sions that each impose their own regulations over
generators and third party suppliers. The Federal
Energy Regulatory Commission also regulates
electricity transmission and wholesale sales of
electricity in interstate commerce. These regula-
tors have not offered much guidance as to how
they would treat blockchain technology within
the industry, particularly for microgrid projects
such as those described above. Individuals or
non-registered entities considering entering into
decentralized electricity transactions should as-
sess whether such activity could be considered
third party energy supplier activity that would
expose them to state and/or federal registration
and compliance requirements.

ISDA GUIDELINES

In January 2019, ISDA published Legal Guide-
lines for Smart Derivatives Contracts: Introduc-

© 2019 Thomson Reuters
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tion (Introduction), in February 2019 ISDA
published Legal Guidelines for Smart Deriva-
tives Contracts: The ISDA Master Agreement
(Master Agreement Guidance) and in September
2019, ISDA published Legal Guidelines for
Smart Derivatives Contracts: Collateral (Collat-
eral Guidance).*? The Introduction contains a
framework for understanding smart derivatives
contracts. Although not specific to energy trans-
actions, the Master Agreement Guidance contains
a framework for automation of ISDA
documentation. The Master Agreement Guidance
provides guidance on the legal documentation
and framework currently governing derivatives
trading and identifies certain issues to be consid-
ered by market participants considering adopting
smart contracts. The Collateral Guidance pro-
vides guidelines to help the development and ap-
plication of blockchain technology in the automa-
tion of collateral management. Market
participants automating energy derivatives
should consider this information and any further
guidance that ISDA may provide on smart
contracts.

THE FUTURE OF BLOCKCHAIN
IN ENERGY

As the energy sector begins to experiment with
blockchain technology, including the use of smart
contracts, it is important for market participants
to heed the securities, commodities and other
regulatory requirements, to consult knowledge-
able legal counsel, and, where appropriate, to ap-
proach regulators to discuss new use cases with
them and the applicability of existing regulatory
requirements to this new technology.
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