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The Time Has Come for a New Framework 
to Develop Agreed “Government Access” 
Principles Applicable to US-EU Data Flows, 
as Well as Standards for Evaluating whether 
Privacy Regulation Is Actually Working
Writing this introduction on data privacy in 
March 2022 requires solemn consideration of 
the impacts of Russia’s aggression in Ukraine. 
Just as the world was not the same after 9/11 
and the 2003 Iraq War, global affairs today must 
be broadly recast in light of the present invasion 
in Europe.

This is no less true of the privacy and data pro-
tection field than it is of other fundamental com-
ponents of freedom.

The tragedy and lawlessness of the Russian war 
on Ukraine has demonstrated that the empa-
thetic and democratic ideals of the “West” are 
intensely shared by transatlantic allies in the 
USA, UK and Europe – and that such ideals must 
be arduously defended against the transgres-
sions of countries that reject them.

For data privacy, the implications of this are 
clear: the time has come to acknowledge that 
the breach in trust experienced by the Europe-
an Union following the Edward Snowden leaks 
in 2013 regarding US surveillance capabilities 
and practices has become overwrought, stale, 
largely misguided, and unjustifiably disruptive of 
US-EU data flows. In other words, the suspicion 
trained on transfers of personal data from the EU 
to the USA that could conceivably be subject to 
US government access for purposes of national 
security must be tamped down. The collective 
response of the USA and EU to the democratic 
catastrophe perpetrated on Ukraine reveals the 
powerful values the polities share regarding the 
rule of law, respect for human rights and fun-

damental freedoms. And, significantly, the pow-
erful, essential mutual reliance on shared sig-
nals intelligence across the Atlantic. European 
national security and US national security are, 
once again, shown to be thoroughly and intrinsi-
cally intertwined.

In this regard, it should not go unremarked that 
Snowden sought and received refuge in Rus-
sia, and not in any member state of democratic 
Europe. This observation is substantively rel-
evant. It shows how the USA and EU are fun-
damentally aligned on matters of national secu-
rity, including electronic surveillance, and not 
fundamentally at odds. As such, the Schrems 
decisions, channelling Snowden, erected unre-
alistic, unnecessary and inappropriate barriers 
to transatlantic data flows.

Indeed, given the consequences of the war in 
Ukraine, it would be absurdly incongruous for, 
let’s say, the Court of Justice of the European 
Union, to conclude that a company complying 
with US national security electronic surveillance 
law does not have a “compelling legitimate 
interes[t]” to do so under the General Data Pro-
tection Regulation, or that such data transfers 
do not constitute an “important reaso[n] of pub-
lic interest” for EU member states in line with 
the GDPR. While the USA and EU have different 
approaches to regulating privacy, they intrinsi-
cally agree on the imperative to preclude uncon-
strained and unjustified surveillance of ordinary 
citizens of the world.

Accordingly, the USA and EU must now agree 
to a reciprocal and sustainable framework of 
high-level principles for respective government 
access to personal data for national security 
purposes. Not only is the USA not the enemy 
of privacy on this front, but in truth, EU mem-
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ber states could benefit from emulating Ameri-
can checks and balances, oversight and inde-
pendent safeguards on intelligence agencies 
and electronic surveillance. Of course, the USA 
should be prepared to reciprocate the learning 
experience where Europe has developed effec-
tive safeguards.

Is Data Protection Legislation Actually 
Working as Intended?
Switching gears, even as a massive global 
assault on human rights is unfolding in East-
ern Europe, the more quotidian dimensions of 
privacy and data protection, and regulation of 
commercial data practices, all still remain vitally 
important. However, in the spirit of focusing on 
first principles, the question should be asked 
whether regulatory juggernauts such as the 
GDPR and its American counterpart, the Cali-
fornia Consumer Privacy Act, are in practice 
working well to protect fundamental privacy 
rights with proportionate (ie, justifiable) impacts 
on other fundamental interests of society.

The answer to this question may very well be 
“yes.” But has either or any jurisdiction posed 
this question to itself. “Privacy” is unquestion-
ably a fundamental right in the democratic world, 
but do today’s heavily bureaucratic frameworks 
actually increase protection for personal privacy, 
human dignity and individual freedom? Is any-
body really checking?

In sum, readers of this year’s Data Protection 
and Privacy guide should reflect on whether it is 
about time to declare a truce on the Snowden/
Schrems battlefield, and on whether current 
laws that mandate uber-regulatory privacy pro-
tection truly deliver. Do they facilitate essentially 
legitimate data practices (within reason), do they 
establish a reasonable relationship between 
business interests and data subject rights, and 
do they identify and prohibit or effectively penal-
ise abusive and unfair data practices (commen-
surate with their harm)? Privacy and data protec-
tion regulation that is excessively burdensome is 
hardly desirable. 
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Sidley Austin LLP is a global law firm with 
2,000 lawyers in 20 offices around the world. 
The firm’s privacy and cybersecurity group has 
more than 70 professionals across offices in the 
USA, London, Brussels, Geneva, Hong Kong, 
Munich, Shanghai, Singapore, Sydney and To-
kyo. Sidley Austin represents clients in a broad 
range of sectors, including financial services, 
life sciences and healthcare, tech, communica-
tions and media, information service providers, 
professional services and internet companies. 
The firm undertakes highly sophisticated legal 
counselling and advocacy, and provides ac-
tionable legal advice on challenging and novel 

questions of privacy and information law. Sid-
ley’s lawyers focus on privacy, data protection, 
information security, digital governance, inter-
net and computer law, e-commerce, consumer 
protection, outsourcing, competitive intelli-
gence and trade secrets, information manage-
ment and records retention, and responding to 
cybercrimes and network intrusions. The team 
also handles litigation and government inves-
tigations; crisis management and incident re-
sponse; compliance and regulatory counselling 
on all data protection laws, such as the GDPR 
and CCPA; legislative and policy developments; 
and international data transfers.
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breaches, and crisis management. Alan also 
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constitutional, and administrative law. He 
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in government as Vice Chairman of the White 
House Privacy and Civil Liberties Oversight 
Board, General Counsel of the Office of 
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Associate Counsel to the President. Alan 
serves as a Lecturer on Law at Harvard Law 
School, where he teaches a course on "Digital 
Governance: Privacy and Technology Trade-
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Board of Directors of the Future of Privacy 
Forum, and the Council on Foreign Relations.
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