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Don’t take it personal, but that
device you're using for work

By Sheila A.G. Armbrust
and Ankur Shingal

ext message. iMessage.

Signal. Telegram. WeChat.

WhatsApp. Chances are,

some of your employees,
in some jurisdiction, are using at
least one of these messaging ap-
plications to communicate about
theirwork on personal devicesused
for business (BYOD devices). And
the U.S. Department of Justice has
indicated that, in the event of an
internal or government investiga-
tion, it expects companies to col-
lect and review work-related mes-
sages sent on their employees’
BYOD devices through these third-
party applications.

Over the past 12 months, the DOJ
has announced notable changes
related to corporate policies regard-
ing the use of personal devices for
work. First, on Sept. 15, 2022, Dep-
uty Attorney General Lisa Monaco
issued a 15-page memo discussing
revisions to the DOJ’s Corporate
Enforcement Policy (the “Monaco
Memo”). Among other announce-
ments, the Monaco Memo states
thatthe DOJ will more closely scru-
tinize corporate policies related to
personal devices and third-party
messaging applications. The Monaco
Memo further defines a “robust
compliance program” as one that
collects work-related data from
employees’ personal devices and
third-party messaging applications.

Isn’t confidential

The Monaco Memo also identifies
the “use of ephemeral and encrypted
messaging applications” as areas
of focus and issued a directive to
the DOJ’s Criminal Division to
“further study best corporate prac-
tices regarding use of personal de-
vices and third-party messaging
platforms and incorporate the pro-
duct of that effort into the next
edition of its Evaluation of Corporate
Compliance Programs [ECCP]”
Six months later, on March 3,

2023, and in keeping with DAG
Monaco’s September directive, the
DO]J updated the ECCP to include
new guidance for prosecutors to
evaluate “a corporation’s policies
and procedures governing the use
of personal devices, communications
platforms, and messaging applica-
tions, including ephemeral mes-
saging applications.” The DO]J
announced three factors that pros-
ecutors should consider in evalua-
ting a corporate compliance program:
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(1) The corporation’s knowledge
about the electronic communica-
tions channels its employees use
across business functions and ju-
risdictions and its management of
settings related to preserving or
deleting communications;

(2) The corporation’s policies
regarding electronic devices, in-
cluding access to and preserva-
tion of data from BYOD devices,
including devices that are being
replaced; and



(3) The corporation’s management
of risks associated with use of
BYOD devices or third-party mes-
saging applications, including dis-
cipline for employees who fail to
comply with company policies and
assessment of whether ephemeral
messaging applications impair the
organization’s internal compliance
functions.

That same day, while speaking
at the American Bar Association’s
annual National Institute on White
Collar Crime, then-Assistant At
torney General Kenneth A. Polite,
Jr. described these changes to the
ECCP as “significant,” including
because of those changes pertain-
ing to how corporations approach
“use of personal devices as well as
various communications platforms
and messaging applications, in-
cluding those offering ephemeral
messaging.” Then-AAG Polite ex-
plained that a company’s failure to
preserve and produce such mes-
saging data could affect a plea offer
that it receives.

The DOJ’s increased focus on
the use of personal devices follows
the business reality that BYOD pol-
icies and messaging applications
are a new normal. This is in no small
part due to the explosion of remote
and hybrid work environments since
the onset of the COVID-19 pande-
mic. Indeed, a 2022 study found that
“83% of companies have a BYOD
policy of some kind,” and that many
employees may be using text mes-
saging or ephemeral messaging to
communicate with their co-workers
about work.

Employees’ use of personal de-
vices and third-party messaging ap-
plications can also cause challenges
related to how different organiza-
tions within a company may com-
municate with each other or with

others outside of the company. For
instance, unless there is adequate
company oversight and appropri-
ate policies are in place, it is pos-
sible that a communication regard-
ing an urgent compliance question
from a sales representative might
be sent to the compliance team via
athird-party application, rather than
through business email. The third-
party application is outside the
company’s control and so the com-
pany may not be able to access that
communication or use it to investi-
gate potential wrongdoing in inter-
nal or government investigations.

Faced with the DOJ’s increased
emphasis on preserving and re-
viewing content from BYOD devic-
es in investigations, the following
are three practical considerations
for companies preparing to create
a robust compliance program in
advance of a government investi-
gation:

1. Educate employees about
mixing work and personal commu-
nications. Employees should un-
derstand that if they use third-par-
ty applications for work on either a
personal or work-provided device,
all of the data from that application
may be collected and reviewed by
the company or the government.
The prospect of such a review may
dissuade employees from using
third-party applications for work
purposes, or encourage them to
limit the numbers of applications
that they use, while also ensuring
that they understand the potential
scope of any investigation. Early
education also will allow for en-
forcement of policies that require
collection of such third-party appli-
cation data from employees in the
event of an investigation.

2. Evaluate BYOD policies and
accepted applications. Though the

overwhelming majority of com-
panies have some version of a
BYOD policy, an employee’s use
of a personal device increases the
possibility that the employee may
download and use applications to
send messages that the company
does not have access to. Introduc-
ing a policy that provides mobile
devices to employees, along with a
requirement that substantive work
discussions occur only on that
work device, reduces the risk of
lost data. Companies that continue
with a BYOD policy could also con-
sider providing a list of authorized
applications that the company has
access to, which would increase the
likelihood that employees would
use only those applications for work.
Companies can also evaluate pro-
viding a business-managed instant
messaging option like Teams, Web-
Ex, or Slack, each of which offers
companies greater control over and
access to employee messaging. A

further step, in situations where
employers provide a work device,
is to require administrative priv-
ileges to download any unautho-
rized applications. Finally, compa-
nies that provide BYOD stipends
or mobile data reimbursements
could also condition these pay-
ments on employees’ agreements
to make their devices accessible to
the company.

3. Poll employees now - in ad-
vance of an investigation - about
what applications they are using.
Companies should proactively con-
duct a risk assessment to under-
stand what applications employees
are using, where in the organization
they are using these applications,
in what jurisdictions, and what risks
those applications pose. That will
ensure that companies are able
to better design compliance pro-
grams and begin any required risk
assessment before an internal or
governmental investigation arises.

Sheila A.G. Armbrust is a partner at Sidley Austin LLP in San Francisco.
She can be reached at sarmbrust@sidley.com. Ankur Shingal is a
senior managing associate with Sidley Austin LLP in Chicago.

He can be reached at ashingal@sidley.com.

Reprinted with permission from the Daily Journal. ©2023 Daily Journal Corporation. All rights reserved. Reprinted by ReprintPros 949-702-5390.



