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PAVING THE WAY TO A
SENSIBLE TOKEN
DISCLOSURE
FRAMEWORK

Lilya Tessler, Partner, Head of
FinTech and Blockchain Group,
Sidley Austin LLP'

|. Introduction

From 2017 through the end of 2023, the
total market capitalization of all digital as-
sets rose from approximately $20 billion
to approximately $1 trillion, with a peak
of nearly $3 trillion in late 2021.2 In 2024,
the total market capitalized rebounded to
near all-time highs.® Digital assets have
been the subject of hundreds of headlines
and dozens of hearings in both chambers
of Congress. Federal and state regulators
have issued guidance, proposed rules, and
taken numerous enforcement actions re-
lated to digital assets. However, a 2022
report by the U.S. Government Account-
ability Office found that while blockchain
technology and digital assets may offer
potential benefits for both financial and
non-financial applications, legal and regu-
latory uncertainties present a challenge to
adoption.* Without comprehensive, digital
asset-specific legislation, various regula-
tors have asserted a patchwork-yet
overlapping-jurisdiction over digital as-
sets and related activities based on their
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existing authority. This article surveys the
existing regulatory landscape applicable
to digital assets and discusses a sensible
token classification and disclosure frame-
work that is relevant, irrespective of which
agency has jurisdiction over digital assets.

Il. Background on Blockchain
Technology and Digital Assets

Blockchain technology enables users to
record transactions in a shared ledger,
such that under normal operation of the
blockchain network, no record of a trans-
action can be changed once published.’
This distributed database continuously
grows as new sets of transactions or
“blocks” are “linked” together to form a
“chain.” Each record in the data set is
individually labeled, described, and time
stamped within blocks. Blockchains are
distributed, meaning that instead of one
person or entity controlling the database,
numerous computers connect to a network
and work together to come to an agree-
ment on which transactions are valid.

Blockchain technology is being used
across a variety of sectors to address dif-
ferent industry challenges. Originally, it
was developed as the infrastructure behind
bitcoin, recording transactions in a trans-
parent, secure, and immutable manner.
But blockchain use cases and applications
continue to grow well beyond peer-to-peer
payments. Blockchain is being imple-
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mented or considered within numerous indus-
tries, including financial services, real estate,
supply-chain management, and healthcare,
among others.

In general, “digital assets” are digital represen-
tations of an asset, right, privilege, security, com-
modity or other interest represented on a
blockchain. Virtually any type of interest can be
digitized and recorded on a blockchain. This pro-
cess is commonly referred to as “tokenization.”®
“Digital asset” is often used as a broad, catchall
term (which can pose challenges when drawing a
regulatory perimeter), and various regulators
have defined “digital assets” similarly, but with
subtle differences. For example, the U.S. Securi-
ties and Exchange Commission (“SEC”) defines
“digital assets” to include “cryptocurrencies,
coins and tokens,”” and more recently has started
using the term “crypto assets” to refer to digital
assets relying on cryptographic protocols.® The
Financial Industry Regulatory Authority
(“FINRA”) defines the term “digital asset” more
broadly as “cryptocurrencies and other virtual
coins and tokens (including virtual coins and
tokens offered in an initial coin offering (“ICO”)
or pre-ICO), and any other asset that consists of,
or is represented by, records in a blockchain or
distributed ledger (including any securities, com-
modities, software, contracts, accounts, rights,
intangible property, personal property, real estate
or other assets that are “tokenized,” “virtualized”
or otherwise represented by records in a block-

”® The Commodities

chain or distributed ledger).
Futures Trading Commission (“CFTC”) inter-
prets “digital assets” even more broadly still, as
“anything that can be stored and transmitted
electronically, and has associated ownership or
use rights.”"® Recently, an Advisory Committee

to the CFTC comprised of financial market infra-
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structures, market participants, end-users, ser-
vice providers, and regulators recommended an
updated definition of “digital asset,” along with a
taxonomy for classifying digital assets, for con-
sideration by the CFTC."

Since the technology places no constraints on
what the data recorded in a blockchain represents,
digital assets can be used to represent a variety of
asset types and associated rights. These assets
can be “native” assets that are created, main-
tained, and utilized on a specific blockchain or
smart contract and are an integral feature of the
blockchain or smart contract, or tokenized repre-
sentations of another type of asset that can exist
without blockchain technology.

lll. The Current Regulatory
Landscape

Given the potential breadth of what a digital
asset represents, digital assets may be subject to
multiple overlapping regulatory frameworks in
the United States. To date, U.S. financial regula-
tors, principally the SEC and CFTC, have been
the most active in this space. In the absence of an
overarching federal regulatory framework for
digital assets, however, certain states have en-
acted digital asset-specific customer protection
regimes-and at the federal level, the consumer
protection-focused Federal Trade Commission
(“FTC”) has
recently.’?

become increasingly active

A. Federal Securities Regulation

Whether a digital asset is subject to the securi-
ties laws turns on the definition of “security” in
each of the relevant federal securities statutes.'
As stated in the Supreme Court case SEC v. C.M.
Joiner Leasing Corp.,"* the term “security” was
defined in the Securities Act to

© 2024 Thomson Reuters
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“include by name or description many docu-
ments in which there is common trading for
speculation or investment. Some, such as notes,
bonds, and stocks, are pretty much standardized,
and the name alone carries well settled meaning.
Others are of more variable character, and were
necessarily designated by more descriptive
terms, such as ‘transferable share,’ ‘investment
contract’. . .”

Debt, equity, or another instrument specifically
listed within the definition of a security may be
issued and recorded using blockchain technology
and reflected as a digital asset, and thus those
digital assets would meet the definition of a
security. Additionally, the SEC, in staff guidance
and enforcement actions, have stated that certain
offers and sales of digital assets meet the defini-
tion of an “investment contract” under the test set
forth by the Supreme Court in SEC v. Howey"
and its progeny, based on particular facts and
circumstances."®

Regardless of whether a digital asset is an
equity security (for example) or an investment
contract security, offers and sales of securities
must be registered with the SEC under the Secu-
rities Act or offered pursuant to an exemption
from registration. In addition, persons providing
certain services with respect to securities may be
required to register with the SEC under the
Exchange Act, including persons that meet the
definition of an “exchange,” “broker-dealer,” or

“clearing agency.”"”

B. Federal Commodities
Regulation

Digital assets may also be subject to CFTC
jurisdiction as a “commodity,” as defined by the
Commodity Exchange Act (“CEA”)."® The CFTC
has taken the position that bitcoin and other
digital assets are commodities,' and the CFTC’s

© 2024 Thomson Reuters
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interpretation has since been confirmed by federal
courts.?® More recently, the CFTC stated that,
“Bitcoin, ether, litecoin, and tether tokens, along
with other digital assets, are encompassed within
the broad definition of “commodity” under Sec-
tion 1a(9) of the [CEA].”"?

Currently, the CFTC’s oversight of commod-
ity, spot trading venues is limited.?® The CFTC
does not have regulatory authority over “spot”
transactions of digital assets; however, the CFTC
has general anti-fraud and anti-manipulation
enforcement authority over “any . . . contract of
sale of any commodity in interstate commerce,”?®
which includes the underlying spot markets for
digital assets (as well as the futures and swaps
markets that it regulates).?* Beyond instances of
fraud and manipulation, the CFTC’s jurisdiction
over digital assets is implicated where digital as-
sets are the subject of futures, options, swap
contracts, or leveraged retail commodity
transactions. With respect to futures, options and
swaps on digital assets traded in U.S. markets, as
with any such trading in any commodity, the
CFTC has broad regulatory authority and over-
sight and imposes: (1) registration requirements
for trading and market surveillance; (2) reporting
and monitoring standards; (3) capital require-
ments; and (4) platform and system safeguards.?

However, because “securities” are included
within the definition of an “excluded commod-
ity” under the CEA, whether a digital asset is
subject to the federal securities laws or federal
commodities laws depends on whether the perti-
nent asset or transaction is a security or securities
transaction.?® As discussed above, whether a
digital asset or transaction is a security or securi-
ties transaction often involves a facts and circum-
stances analysis, creating jurisdictional ambigu-
ity in the absence of congressional action.
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C. Consumer Protection Laws

The FTC’s dual mission is (1) promoting com-
petition and (2) protecting consumers. Increas-
ingly, the FTC has used its authority under the
FTC Act to enforce federal consumer protection
laws in cases involving digital asset companies.?’
Section 5(a) of the FTC Act provides that “unfair
or deceptive acts or practices in or affecting com-
merce . . . are . . . declared unlawful.”®® “De-
ceptive” practices are defined in the FTC’s Policy
Statement on Deception as involving a material
representation, omission or practice that is likely
to mislead a consumer acting reasonably under
the circumstances.?® While a powerful tool, the
FTC Act does not prescribe specific disclosures
related to digital assets that persons engaged in
digital asset activities must make.

In 2015, New York became the first state to
create a separate regulatory scheme specifically
for digital asset activities, with the New York
Department of Financial Services (“NYDFS”)
publishing regulations that require, among other
things, the licensing of any person engaging in
“virtual currency business activity” in New York
or with a New York resident (commonly referred

to as the “BitLicense”).%

The BitLicense pro-
vides requirements expressly intended to address
consumer protection, including disclosure of ma-
terial risks, disclosure of general terms and
conditions, disclosure of the terms of transac-
tions, and the establishment of anti-fraud policies
and procedures.®' In the absence of a comprehen-
sive legal regime applicable to digital assets,
other states have also enacted or are considering
enacting laws and regulations to address per-

ceived gaps in consumer protection.*

Additionally, while not specific to digital as-
sets, every state (except Montana) has laws
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governing money transmission, which may or
may not apply to digital assets, depending on the
state. While state money transmitter laws comple-
ment federal illicit finance laws, they also contain
prudential standards and disclosure requirements
aimed at consumer protection, to varying degrees.

IV. Key Legislative Proposals

In July 2023, leaders in both the U.S. Senate
and House of Representatives introduced legisla-
tion intended to establish a comprehensive and
unified regulatory scheme for digital assets and
to clarify the regulatory framework applicable to
digital assets in the United States (the “2023
Legislative Proposals”). While both bills face
significant barriers to enactment this term, on
May 22, 2023 the McHenry-Thompson Bill
passed the House of Representatives with biparti-
san support and will now be considered in the
Senate.

A. McHenry-Thompson Financial
Innovation and Technology for the
21st Century Act®

The McHenry-Thompson Bill gives the CFTC
primary jurisdiction over digital asset markets
while outlining a process for market participants
and regulators to allocate oversight of digital as-
sets between the SEC and CFTC.

1. “Digital Commodities” and
“End User Distributions™-
Regulated by CFTC

A digital asset is classified as a “Digital Com-
modity” and is regulated by the CFTC if the
blockchain network to which a digital asset re-
lates is both “functional” and certified as “decen-
tralized” (each as defined in the bill and proposed
to be incorporated into the securities laws and
CEA)—unless the digital asset is a “Restricted

© 2024 Thomson Reuters
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Digital Asset,” defined below. Any person
(whether or not related to the network’s develop-
ment) may certify an asset’s status as a Digital
Commodity, and networks are presumed to be
decentralized unless the SEC objects within 60
days of the certification and provides a detailed
analysis of its reasons for doing so. If the network
is (1) not functional or (2) not decentralized, the
digital asset is regulated by the SEC until such
time as both are true (if ever).

If a digital asset is issued through an “end user
distribution,” the digital asset is regulated by the
CFTC-unless the digital asset is a Restricted
Digital Asset. An “end user distribution” is de-
fined as an issuance of digital assets that does not
involve an exchange of cash or other assets and
is distributed in a broad, nondiscretionary man-
ner based on satisfied conditions, including
incentive-based awards (i) to users of a digital
asset in its native blockchain network and (ii) for
validating, mining, staking, and interacting with
a functional blockchain system.

2. Restricted Digital Assets-
Regulated by SEC

“Restricted Digital Assets” are regulated by
the SEC and include: (a) digital assets held by
the issuer of the digital asset, related persons, or
affiliates of the issuer before the networks to
which the assets relate are functional and certi-
fied as decentralized; and (b) digital assets held
by persons other than issuers, their related per-
sons, and their affiliates before the networks to
which the assets relate are functional and certi-
fied as decentralized, unless the digital assets are
distributed through an “end user distribution” or
acquired on a CFTC-regulated exchange.

© 2024 Thomson Reuters
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3. Payment Stablecoins-Neither
CFTC Nor SEC

“Payment Stablecoins” are excluded from the
definition of both “Digital Commodity” and
“Restricted Digital Asset.” Payment Stablecoins
are permitted to trade on both SEC and CFTC
regulated venues; however, neither the SEC nor
CFTC is given authority to regulate the opera-
tions (issuance, redemption, collateral, etc.) of
permitted stablecoins or their issuers. Still, the
SEC and CFTC retain antifraud and antimanipu-
lation authority over permitted stablecoins trad-
ing on venues subject to their respective
jurisdiction.

4. Regulation of Intermediaries

The bill defines and provides for the regulation
of various new types of CFTC and SEC
registrants.

“Digital Commodity Exchanges,” “Digital
Commodity Brokers,” and “Digital Commodity
Dealers” are required to register with the CFTC,
expanding the CFTC’s regulatory jurisdiction to
spot markets for digital assets, while “Digital As-
set Trading Systems,” “Digital Asset Brokers,”
and “Digital Asset Dealers” are required to regis-
ter with the SEC, preserving a distinction be-
tween “digital assets” and “securities” yet still
providing the SEC with authority over certain
digital asset activities.

B. Lummis-Gillibrand Responsible
Financial Innovation Act*

Similarly, the Lummis-Gillibrand Bill provides
the CFTC spot market jurisdiction over all fun-
gible crypto assets that it does not define as secu-
rities, in addition to the agency’s current jurisdic-
tion over derivatives and leveraged transactions.
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As such, the CFTC would become the primary
digital asset market regulator since digital asset
exchanges would be required to register with the
CFTC, which would oversee their activity going
forward.

1. Digital Assets

The bill divides digital assets into “ancillary
assets” (presumed to be commodities and not se-
curities) and other assets:

“Ancillary assets” are intangible, fungible as-
sets offered, sold, or otherwise provided in con-
nection with the purchase of securities through
an arrangement or scheme that constitutes an
investment contract and are regulated by the
CFTC. However, notwithstanding ancillary as-
sets’ status as commodities, if any person owning
not less than 10% of any class of equity securi-
ties of the issuer engages in entrepreneurial or
managerial efforts that primarily determine the
value of the ancillary asset, the issuer must file
certain mandatory disclosures prescribed by the
bill with the SEC.

By contrast, assets that provide the holder with
debt or equity interests in a business entity,
liquidation rights with respect to a business
entity, entitlements to an interest or dividend pay-
ment from a business entity, or any other financial
interest in a business entity are excluded from the
definition of “ancillary assets” and are regulated
by the SEC.

2. Payment Stablecoins

Under the Lummis-Gillibrand Bill, all stable-
coin issuers are regulated as depository institu-
tions under federal banking agency supervision.
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3. Regulations of Intermediaries

CFTC-regulated exchanges are required to fol-
low prescribed custody, customer protection,
anti-market-manipulation, information-sharing,
and risk management standards, and the bill
grants the CFTC further rulemaking authority
with respect to digital asset exchanges.

V. Towards a Sensible Token
Classification and Disclosure
Framework

While legislative proposals striving to provide
clarity to market participants are laudable, the
2023 Legislative Proposals start with the pre-
sumption that either the SEC or the CFTC—
financial regulators—is the appropriate agency to
oversee all digital asset activities. Digital assets
are not, inherently, financial assets. For example,
the McHenry-Thompson Bill analogizes digital
assets to commodities such as gold and oil (which
are likewise not inherently financial assets), but
then proceeds to give the CFTC primary regula-
tory authority over spot markets for digital assets
(subject to certain exceptions) in addition to
markets in their financial derivatives, an impor-
tant distinction from the CFTC’s lack of regula-
tion of “traditional” commodities spot markets.

Since digital assets are digital records of data,
those digital records can represent anything:
physical, real-world assets; rights to receive
digital or real-world services; traditional intan-
gible assets (like equity, debt, and intellectual
property); and so on. This fundamental premise
has already been recognized by federal district
courts.*

If a digital asset is a digital representation of
an existing type of asset, then it should fit within
a well-developed legal and regulatory regime.

© 2024 Thomson Reuters
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The mere act of reflecting an asset or right on a
blockchain ledger does not change the essential
nature or character of the underlying asset or
rights that are digitally represented. For example,
it is generally understood in other contexts that a
consumer buying shoes from a retailer’s website
is purchasing physical shoes, notwithstanding the
digital image file on the website, or the retailer’s
database entries for managing inventory and
shipping. Personal identity may be proven by a
government-issued plastic card, or biometric
scans. Shares of stock in a company or title in
real estate can be reflected in paper form, entries
in computer spreadsheets, or digital assets on a
blockchain, and so on.

A. A Sensible Token Classification
System

As coined by industry group Global Block-
chain Convergence,*® a “sensible token clas-
sification system” seeks to first understand the
functions and features of a particular digital asset
before applying a legal and regulatory framework
to that asset. This is the foundation of the prin-
ciple of “same activity (or asset), same risk, same
regulation,” which has served as the starting

point for digital asset regulation.*”

While any asset or rights can theoretically be
tokenized as a digital asset, certain digital assets
exist only within a particular blockchain
network—i.e., “native” digital assets, such as
bitcoin.*® Certain people may treat native digital
assets as an investment, or use native digital as-
sets as a payment method, but these subjective
uses are distinct from the essential characteristics
of the digital asset.* A sensible token classifica-
tion system, and the legal and regulatory implica-
tions that follow, should focus on the essential

© 2024 Thomson Reuters
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nature of the asset and not the subjective intent of
individual market participants.

However, as the sensible token classification
observes, the attributes of native digital assets
could benefit from regulation apart from map-
ping to an existing regulatory framework. In par-
ticular, the different types of native digital assets,
their ease of transferability, and the prevalence of
trading venues have led to questions about mar-
ket integrity. A potential solution to market integ-
rity concerns could be regulating intermediaries
who provide services related to native digital as-
sets (but not the users of the assets themselves).*

The industry and legislature have proposed
solutions such as a new self-regulatory organiza-
tion to implement rules for trading platforms that
require compliance with certain principles, in-
cluding protection of customer assets, prevention
of fraud and manipulation, prohibition of con-
flicts of interest, adequate disclosure to investors,
regular reporting, pre- and post-trade transpar-
ency, risk management, and governance stan-
dards, among others."

B. Baseline Disclosures

An important component (but not the only
component) of market integrity regulation would
be ensuring that potential purchasers of a digital
asset have accurate and adequate information
about that asset (“token disclosures”). According
to a recent survey of digital asset holders in the
United States, Canada, and United Kingdom,
only 36.9% of respondents believe the informa-
tion required to make an informed decision to
hold or purchase a digital asset is always avail-
able, with 43.9% of respondents answering that
such information is only sometimes available.*

Irrespective of the regulatory characterization
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of a digital asset or the features of a particular
blockchain, market participants would likely
agree that certain information about a digital as-
set should be available to the public. Token
disclosures may include “baseline” or founda-
tional information about a token, associated with
a particular blockchain protocol, that would be
material to all holders or purchasers of the token.
The foundational token disclosures can be
supplemented by existing disclosure regimes if
the digital asset is the subject of a regulated
financial instrument, or is being used in a manner
that fits within a regulated activity, such as being
sold to raise capital in a securities transaction.

While certain token disclosures may overlap
with existing disclosure regimes, the unique
features of native digital assets also need to be
considered in developing disclosure guidelines.
For example, as noted by academics, legal practi-
tioners, and market participants alike, the disclo-
sures required by existing securities laws may be
underinclusive of information relevant to digital
assets, but also overinclusive of irrelevant infor-
mation, and therefore raise the potential unin-
tended consequence of misleading purchasers.*
The 2023 Legislative Proposals recognize this
fact by setting forth disclosure requirements
specifically tailored to digital assets.*

Broadly speaking, token disclosures may need
to address some of the following types of
information. In nearly all cases, it will be neces-
sary to include information about the asset itself.
This can include the intended purpose of the
digital asset, a description of its features and
functionality and any additional commercial and
operational information, in addition to technical
information about the relevant blockchain proto-
col, including the results of security and code
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audits. Although details will depend on the par-
ticular digital asset, token disclosures should gen-
erally include a description of what is often
referred to as the “tokenomics”-that is, informa-
tion about the current and total supply of the
digital asset, whether supply is inflationary or
deflationary, how assets are created and/or de-
stroyed, and other protocol-based incentives or
disincentives for certain uses and behaviors. If
the digital asset is already in use, token disclo-
sures could also include quantitative metrics
about how the asset is used, such as the number
of transactions, number of unique wallet ad-
dresses, information about code contributions
and network updates (including third-party devel-
opment proposals and projects), and the total
value locked and/or staked, if applicable. Because
token disclosures would likely be static, it could
be beneficial to identify blockchain explorers and
other tools that enable market participants to
track the data in real time.

Other types of information may not be ap-
plicable to every digital asset, but could be rele-
vant depending on the particular facts and
circumstances. This includes a description of
how decisions relating to the operation of the
digital asset and network are made, which may
or may not require the identification of key
executives or developers responsible for, or
significantly contributing to, ongoing develop-
ment efforts and the identification of holders with
significant token ownership.

To that end, a working group of legal academ-
ics and practitioners recently proposed guidelines
designed to identify and elicit the disclosure of
material information about certain types of digital
assets. Currently a discussion draft, the proposed
disclosure guidelines are ultimately intended to

© 2024 Thomson Reuters
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establish a baseline of relevant disclosure, regard-

less of the applicable regulatory regime.*

It goes without saying that all token disclosures
should also be fair, accurate and not misleading
and include an explanation of any material risks
or conflicts of interest that may be applicable. In
addition, there should be a mechanism to ensure
persons making token disclosures are responsible
and accountable for the content therein.

VI. Conclusion

The long-term development and health of the
digital asset ecosystem will ultimately require
standardized, readily available token disclosures.
Existing legal and regulatory regimes, such as
the federal securities and commodity laws, along
with state and federal consumer protection laws
are significant and should continue to serve as a
guide for digital asset transactions that fit within
these frameworks. Nevertheless, existing laws
are far from a one-size-fits-all solution, especially
as digital assets are concerned: certain require-
ments are not applicable, and information gaps
may still remain. The 2023 Legislative Proposals
recognize this fact and propose enhanced disclo-
sures tailored to the unique features and charac-
teristics of digital assets. Yet, passing major
financial market structure legislation is a difficult
task even in the most favorable circumstances
and may take years to navigate the political
considerations. However, by adopting a sensible
token classification system, the seemingly un-
wieldy question of which U.S. financial regulator
should be vested with jurisdiction over digital as-
sets becomes more manageable, and regulated
activities continue to be subject to existing legal
frameworks.

© 2024 Thomson Reuters
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