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In January 2019, the Illinois Supreme Court issued a seminal 
decision, Rosenbach v. Six Flags Entertainment Corp.,1 holding 
that a plaintiff need not allege an actual injury or damages to 
successfully state a claim under Illinois’ Biometric Information 
Privacy Act (BIPA),2 which regulates the possession, collection and 
disclosure of biometric information.

Since Rosenbach, myriad cases alleging violations of BIPA have 
been filed in Illinois — and indeed around the country. And with its 
statutory penalties of $1,000 to $5,000 per violation, the potential 
exposure for defendants in these cases can be enormous.

For a statute that has received so much attention, there is a 
significant amount of uncertainty surrounding some of its most 
basic provisions.

This perhaps should not come as a surprise considering the brevity 
of the statute (only a few pages) and the limited number of cases 
that have reached a substantive decision on the merits.

Nonetheless, this uncertainty presents significant litigation risk 
to businesses that collect or otherwise possess biometric data of 
Illinois residents.

This article explores some of the more significant examples of 
ambiguity present in the statute and flags key issues of which 
all BIPA litigants — and indeed any company considering the 
implementation of biometric technology — should be aware.

The article concludes by providing concrete steps a company can 
take to reduce its potential liability under BIPA, which may in turn 
further mitigate liability on a larger scale given the increasing 
scrutiny of biometric privacy well beyond Illinois.

DO PLAINTIFFS HAVE FEDERAL STANDING IN BIPA 
ACTIONS?
A threshold issue frequently faced by BIPA litigants is whether the 
plaintiff has standing to bring the action.

At first glance, this question seemed to have been resolved 
by Rosenbach, in which the Illinois Supreme Court held that a 
plaintiff does not need to show actual harm to recover damages 
for BIPA violations. But the standing question is more complicated 

in federal court, where a plaintiff must suffer a particularized 
concrete injury-in-fact.

As the Supreme Court held in Spokeo, Inc. v. Robins,3 a mere 
procedural violation is not enough.

This question of standing commonly arises when defendants 
remove a case to federal court and thus the parties are forced to 
adopt awkward arguments contrary to their ultimate positions on 
the merits.

The defendant, who as the removing party bears the burden of 
establishing that the federal court has jurisdiction, must argue that 
the plaintiff has suffered an injury-in-fact, while not conceding that 
the plaintiff is an “aggrieved person” within the meaning of BIPA.

And the plaintiff, who typically wants the case remanded to state 
court, must similarly walk the fine and uncomfortable line of 
arguing that she lacks standing because she has not alleged an 
injury-in-fact, without arguing that she has not suffered an injury 
under BIPA.

The awkwardness of this posture has not been lost on the courts. 
At least one court has suggested that “it is possible for the 
defendants to thread this needle.”4

On May 5, 2020, the 7th U.S. Circuit Court of Appeals weighed in 
on this question.

In Bryant v. Compass Group USA, Inc., the defendant had removed 
a BIPA action to the U.S. District Court for the Northern District of 
Illinois, and the plaintiff moved to remand, arguing (ironically) that 
she lacked standing because she had not alleged an injury-in-fact.5

The district court granted the plaintiff’s motion, holding the 
plaintiff had alleged only a technical violation of BIPA, and not a 
“concrete injury” as required by Article III.

The 7th Circuit reversed, holding that plaintiff’s BIPA § 15(b) claim 
conferred Article III standing. Section 15(b) imposes an informed 
consent requirement for the collection of biometric information.6

The court reasoned that the purpose of this provision, given the 
risk of identity theft or other privacy or economic harm related to 
disclosure of biometric information, “is to ensure that consumers 
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Technology that merely identifies  
whether someone is male or female,  
or young or old, would likewise seem  

to fall outside of BIPA.

understand, before providing their biometric data, how that 
information will be used, who will have access to it and for 
how long it will be retained.”7

Accordingly, the court determined that the defendant’s 
collection of biometric data without informed consent “was 
not a failure to satisfy a purely procedural requirement.”8 The 
plaintiff “did not realize that there was a choice to be made 
and what the costs and benefits were for each option,” the 
court said, ruling this deprivation was a concrete injury-in-
fact sufficient to create Article III standing.9

On the other hand, the 7th Circuit held that the plaintiff did 
not have Article III standing to bring her BIPA § 15(a) claim. 
Section 15(a) requires that entities that possess biometric 
information establish a publicly available written retention 
and deletion policy.10 The court reasoned that § 15(a) simply 
creates a duty to disclose to “the public generally,” and 
therefore, the plaintiff alleged no particularized injury-in-
fact resulting from the defendant’s alleged violation of BIPA 
§ 15(a).11

Logically, this cannot extend to all recordings of the human 
voice without ridiculous results, like imposing liability on 
any employer whose employee records their own voicemail 
greeting, or on all companies that make recordings of 
customer service calls.

But what about other voice recordings?

This question is at issue in an action pending in the Cook 
County Circuit Court, Morales v. Google.com, Inc.,14 in which 
the plaintiffs allege that Google Assistant in-home devices 
recorded their voices in violation of BIPA.

Google filed a motion to dismiss arguing that the plaintiffs 
fail to state a cause of action because, among other reasons, 
a voice recording is distinct from a voiceprint and therefore is 
not covered by BIPA.

In support of its argument, Google pointed to a dictionary 
definition of voiceprint that limits the term to a physical 
representation of the human voice shown through a pattern 
of curved lines and whorls. The court has not yet ruled on 
Google’s motion.

Another undefined and ambiguous biometric identifier under 
BIPA is “face geometry.”

While some facial recognition technology is capable of 
and used to identify specific individuals, other technology 
is far more limited and used to identify more general 
characteristics, like gender or age. Does the latter qualify as 
biometric information under BIPA?

Although the courts have not yet addressed this question, the 
language of BIPA indicates the answer is no. The preamble to 
BIPA expressly notes that the Illinois Legislature’s intent was 
driven by its finding that “biometrics [] are biologically unique 
to the individual.”15

It is likely for this reason that the statute expressly excludes 
from its ambit “physical descriptions” that could equally 
apply to numerous individuals, “such as height, weight, hair 
color, or eye color.”16

Technology that merely identifies whether someone is male 
or female, or young or old, would likewise seem to fall outside 
of BIPA.

Such arguments align with some of the core purposes of the 
law — to protect data that is immutable and, critically, an 
identifier for another human being at the most basic level.

THIRD PARTIES AND ‘COLLECTION’ VS. ‘POSSESSION’ 
OF BIOMETRIC INFORMATION
Another area of ambiguity concerns the potential liability 
of third parties who had no involvement in the collection of 
biometric information.

Take, for example, cloud storage companies that host data 
collected by other companies,17 or third-party vendors 

This case resolved a split among district court opinions in 
the Northern District of Illinois as to whether BIPA plaintiffs 
have Article III standing and was the first to draw a distinction 
between Sections 15(b) and 15(a) for purposes of standing.

WHAT DATA IS COVERED BY BIPA?
Another early question a BIPA litigant must answer is whether 
the biometric data the company unlawfully possessed, 
collected or disclosed is one of the “biometric identifiers” or 
“biometric information” regulated by BIPA.

BIPA Section 10 defines a “biometric identifier” as “a retina 
or iris scan, fingerprint, voiceprint, or scan of hand or face 
geometry” while proceeding to specify a litany of data and 
contexts where biometric information would not constitute a 
biometric identifier.12

”Biometric information” is defined as data “based on an 
individual’s biometric identifier” that is “used to identify an 
individual.”13 The legal obligations under BIPA apply to both 
biometric identifiers and biometric information.

Although these terms may seem straightforward, what 
qualifies as a biometric identifier in practice may in fact be 
more nuanced. Take, for example, a “voiceprint,” which is not 
defined in BIPA. A company may then question: What, exactly, 
is a voiceprint and how is it distinct from a voice recording?
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Courts have recognized “there is a 
difference between possessing and 
collecting biometric information”  

for purposes of BIPA.

that provide and service technology that is later used by 
other companies to collect biometric information.18 In each 
instance, these companies did not collect the biometric 
information, but later came into possession of it. What is their 
liability exposure under BIPA?

As an initial matter, BIPA does not expressly condition 
liability on whether an entity knows it possesses biometric 
information. However, a plaintiff must show that an entity 
violated the statute negligently, recklessly or intentionally to 
recover statutory damages.19

A cloud storage company in possession of data from myriad 
sources could plausibly argue that it has no liability under 
the statute because it lacked awareness that it possessed 
biometric information and lacked a duty to discover such 
data.

dispensing system. The plaintiff brought a BIPA claim against 
the manufacturer and seller of the medication dispensing 
system. Because the plaintiff did not explain how the 
defendant “collected” his data, and instead simply parroted 
BIPA’s statutory language, the court dismissed his claim.23

WHAT IS A ‘VIOLATION’ UNDER BIPA?
Another question every BIPA defendant is likely to ask 
is, “What is my potential exposure?” BIPA states that an 
individual “aggrieved” by a violation of BIPA may recover 
$1,000 for “each” negligent violation and $5,000 for “each” 
intentional or reckless violation.

The statute does not, however, explain how to determine 
what “each” violation means.

As one example, consider a time clock featuring a finger 
reader, used by many companies to record when an employee 
clocks in and out of work each day. Does each scan, twice a 
day, constitute a potential violation, or is it limited to a single 
violation per person?

In Peatry v. Bimbo Bakeries USA, Inc., the Northern District of 
Illinois evaluated, but did not resolve, this question. The court 
reasoned that BIPA “can plausibly be read to suggest that 
a violation … allegedly occurred every time [an employee] 
clocked in and out of work.”24

However, the court’s discussion was limited to its evaluation of 
the amount-in-controversy requirement for federal diversity 
jurisdiction; it did not attempt to resolve the ambiguity and 
expressly left resolution for another day.

When that day does come, a plaintiff seeking the highest 
possible damages award could ask a court to draw parallels 
to the Telephone Consumer Protection Act (TCPA), a law that 
imposes statutory damages for certain unwanted phone calls 
and faxes.25

Specifically, plaintiffs could point to case law that calculates 
TCPA statutory damages on a per call or fax basis, as opposed 
to a per plaintiff basis, to argue BIPA imposes liability for each 
“use.” However, the TCPA is infamous for abuse and is facing 
yet another Supreme Court challenge this term.26

Moreover, BIPA’s prohibitions focus on acts of possession, 
collection and disclosure; meaningfully, BIPA does not 
mention “use” when defining the activity that may be a 
predicate for statutory liability.

This is so even though it is clear the Legislature contemplated 
that biometric information would be repeatedly “used,” as it 
included within the definition of “biometric information” the 
requirement that the data be “used” for identification.

In short, if the Legislature sought to create separate statutory 
liability for each “use,” it could have easily done so.

Some courts, however, have rejected this argument at the 
motion to dismiss stage, reasoning that the showing of intent 
relates to damages and not an element of the claim.20

BIPA does, however, explicitly impose different requirements 
on entities that “possess” and “collect” biometric data. Under 
§ 15(a), entities that “possess” data must comply with BIPA’s 
requirement to create a publicly available written retention 
and deletion policy as well as implement reasonable 
information security to protect the data.

In contrast, under Section 15(b), entities that “collect” 
data must comply with several additional steps, including 
informing the subject that it is collecting her biometric data, 
informing the subject of the purpose and length of time for 
which the biometric data is being collected and used, and 
obtaining the subject’s written consent.

Plaintiffs often ignore this distinction and simply allege 
that third-party possessors violate both the possession and 
collection requirements of BIPA. Fortunately, however, courts 
have recognized “there is a difference between possessing 
and collecting biometric information” for purposes of BIPA.21

For example, in Heard v. Becton, Dickinson & Co., the U.S. 
District Court for the Northern District of Illinois held that, 
unlike mere possession, the requirements in BIPA’s collection 
provision apply only if an entity took “an active step to ‘collect, 
capture, purchase, receive through trade, or otherwise obtain’ 
biometric data.”22

In that case, the plaintiff worked at several hospitals and was 
required to scan his finger in order to access a medication 
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WHAT SHOULD A COMPANY DO TO PROTECT ITSELF 
AGAINST BIPA LIABILITY?
Given the proliferation of BIPA litigation and its many 
ambiguities, it is perhaps unsurprising that Illinois legislators 
from both sides of the aisle have recently introduced bills that 
may provide BIPA with needed limits and definition.27

However, until the Legislature acts or the courts provide 
clarity, companies should consider taking the following steps 
to reduce their potential liability under BIPA:

•	 Take inventory of existing biometric data. Any company 
that may have in the past possessed, collected or disclosed 
biometric identifiers of Illinois residents should undertake 
an investigation supervised by competent counsel to 
understand the extent of such possession or collection. 
This investigation should focus on and ensure that the 
data: (1) was collected in compliance with BIPA’s notice 
and consent procedures; (2) is protected appropriately 
and in compliance with BIPA’s requirements; and (3) will 
be destroyed when it is no longer needed for the original 
purpose for which it was collected, and in any event 
within three years of the individual’s last interaction with 
the company.

•	 Minimize future collection and retention. Where possible, 
companies should limit any future collection and 
retention of biometric identifiers — broadly defined — 
of Illinois residents. While such collection and retention 
can increase efficiency and convenience for companies, 
employees and customers, it also poses significant legal 
risk and compliance cost.

•	 Follow notice and consent requirements. For future 
collection and retention of information, a company 
should immediately take steps to develop and publish 
a privacy policy relating to the company’s handling of 
biometric identifiers, including a retention and deletion 
plan, and provide notice and obtain written consent for 
the handling of biometric data from all relevant Illinois 
residents. A company should also carefully consider 
whether to include arbitration clauses or class action 
waivers in applicable governing terms of use.

•	 Watch statutory developments in other states. Several 
states are considering biometric privacy laws either on 
their own or in conjunction with broader comprehensive 
privacy legislation.28 Many of these laws could result 
in additional notice and consent requirements, if not 
use restrictions. Any deployment of a biometric data 
technology thus may be subject to evolving standards, 
not only in Illinois but across the country.

This article has been prepared for informational purposes only 
and does not constitute legal advice. This information is not 
intended to create, and the receipt of it does not constitute, a 
lawyer-client relationship. Readers should not act upon this 

without seeking advice from professional advisers. The content 
herein does not reflect the views of the firm.
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